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Abstract

Authentication protocols can be viewed from the per-
spective of the evolution of beliefs within a protocol run.
Inference rules which ensue from this perspective are
presented. These rules can be used to analyze the pro-
tocols which the BAN logic [1] can analyze. Additional
protocols that can be analyzed include (1) inter-domain
authentication where principals must trust all authen-
tication servers of the domains traversed according to
a specific policy, and (2) where trust in the secrecy of
the encryption key and belief ordering need to be es-
tablished despite the lack of jurisdiction [5].

1 Introduction

An important, but not the only, goal of authentication
between two parties A and B is that of establishing the
following types of beliefs:

A believes A (K—ab> B!
B believes A &% B (called the first-level
beliefs henceforth) and

A believes B believes A &2% B
B believes A believes A &% B (called the
second-level beliefs henceforth).

That is, both the communicating parties (A and B)
should obtain the belief that the shared encryption key
(Kap) has the required quality (i.e., goodness) and is
secret (i.e., it will be known only to them and the parties
that they trust); this is the first-level belief in the en-
cryption key quality and secrecy of the two parties.
Each of the two parties should also believe that the
other party has obtained its first-level belief; this is their
second-level belief.

In this paper we present a logic of authentication that
(1) can establish key secrecy in inter-domain authentic-
ation as required by specific security policies, and (2)
can establish first-level beliefs in key privacy despite

! Familiarity with the logic and notation of [1] is assumed in
this paper.

lack of key jurisdiction 2. The motivation for these
features of this logic 1s provided by the discussion of
privacy and jurisdiction trust of reference [5]; for the
sake of brevity, this motivation is not repeated in this
paper. Instead, in this paper we propose a new logic of
authentication and illustrate its features “by example.”
This logic is developed at the same level of abstrac-
tion as that of the BAN logic [1,2]. This means that it
shares all the scope limitations outlined in [1,2]. In ad-
dition, it requires that all authentication protocols pre-
serve the sequential order of message exchanges during
a protocol run. This property facilitates the use of this
logic with existing, practical tools for formal specifica-
tion and verification in the same way as that described
in [4].

In the logic presented herein, beliefs evolve within a
protocol run in a manner similar to the states (output)
of a state machine. That is,

Belief + action = New Belief.

Each new pertinent action is compared with the most
recent related belief, and the old belief is updated. The
term “knowledge set” is introduced to refer to the prin-
cipals in the particular session which share a message
content. For the most part, the logic deals with the in-
terpretation of message exchanges in terms of knowledge
sets.

The rest of the paper is organized as follows. In the
next section, we discuss the basic notation and assump-
tions of the proposed logic. In section 3, we present the
logical postulates and inference rules to define this lo-
gic. Section 4 extends the logic to analyze protocols
where it is necessary to detect (lack of) jurisdiction. In
section b, we apply the inference rules to analyze some
authentication protocols and compare the analysis with
that done using the BAN logic [1] (more examples of
the application of the proposed logic are included in
the appendix). We discuss some features of the logic in
section 6. Some of our conclusions about this logic are
discussed in section 7.

2 A principal having designated authority to generate encryp-
tion keys is said to have jurisdiction over the key.



2 Basic Notation and
Assumptions

The symbolic notation is similar to that used in the
BAN logic [1]. We briefly explain the constructs of [1]
used in the analysis presented herein:

A|= F: A believes F, or is entitled to believe F. A
may act as though F is true.

A |= F : Ahas jurisdiction over F.. A has delegated au-
thority over statement F' and should be trus-
ted on this matter.

3(F) : F is fresh, in the sense that F' has never been
sent in a message before the current run of
the protocol.

A& B: Aand B share a key K for communication.

This key will not be discovered by any party
except A or B, or a party which is trusted by
either A or B.

K

— A: Ahas K as its public key. Only A (or a prin-
cipal trusted by A) can have the matching
private key K1,

Some additional terminology is introduced for ease
of presentation. We associate a message instance or
message round with each message in a protocol. Most
parameters in the analysis are also associated with the
message round; 1.e., parameter P will be represented as
a tuple (P, M;), meaning that the statement involving
parameter P is made at message instance i. In the
idealized representation of protocols, each message is
represented as

{Message round, Sender, Receiver, Content(s)}

The sender and receiver fields in a message do not
necessarily correspond to the sender and recipient fields
in the actual message (if any). Instead, they represent
the fact that the message has been either (1) signed with
the secret key of the principal identified in the sender
field and encrypted with the public key of the principal
identified in the receiver field, or (2) encrypted with
the conventional (shared secret) key between the sender
and the recipient.

We assume that for a given pair of principals P and
@, the message sent by P to @ is either (1) signed with
the secret key of P and encrypted with the public key
of @ (public key encryption as in [11]), or (2) encrypted
with the shared private key between P and @ (conven-
tional encryption).

Yo {M,Y,X,C}
denotes that Y sends message M with content C in
round k of this session, to principal X.

X < {Myg,Y, X, C}

denotes that X sees message M in round k and knows

that it is sent by Y and also reads the message con-
tent(s) C. The i*" message is often referred to as M; in
the following discussion. The notion of trust is made ex-
plicit by denoting Trustr(P, @) to mean that principal
P trusts principal @ in the context R. The universal
set of all members of the session is denoted by S. The
authentication server is denoted by AS.

If a message contains parts of a message previously
sent by another principal which the present sender is
forwarding (without decryption and re-encryption), the
recipient treats these portions of the message separ-
ately; i.e., as though they were sent by the original
source of that message. For example, in the Kerberos
protocol [9], the second and third message exchanges
are :

Message 2: AS = A : {Ts,Na, L, Kap, B, {Ts, L, Koy, A}¥bs}Kas
Message 3: A — B : {Ts, L, Kap, A}¥bs {A Ty} Kab

This is idealized (written in our notation) as:

Message 2: AS > {M3, AS, A, (Kap,Ts, Na,{M2, 5, B, (Ts, Kap)})}
Message 8: A {M3,S,B,(Ts,L,Kay, A)}, {M3,A, B, (Ta, Kap)}

Here, T 1s a timestamp affixed by the authentication
server, and L is the lifetime of the key Kgp (since L
does not contribute to the analysis, it is omitted in the
idealized version). N, is a nonce (usually a random
number). K, is the session key distributed to A and
B by AS. K, and K are keys that A and B share
with AS respectively.

Principals belonging to a session are assumed to be
able to distinguish between messages belonging to the
session and messages belonging to other sessions. This
is essential since without this feature, a principal may
have to deal with two or more independent and pos-
sibly unrelated message histories, and this may lead
to inconsistencies in beliefs. For this reason, we have
treated each session separately. The set of beliefs of two
different (possibly concurrent) sessions are disjoint.

Messages in a session are assumed not to be re-
ordered. This is because authentication protocols are
typically deterministic; i.e., given the past message his-
tory, the next message from the principal in the ses-
sion who has received the current message is determ-
ined by the protocol specification. The problem posed
by lost messages is solved by placing more credibility
on second-level beliefs. The second-level beliefs based
on responses to challenge messages eliminate the pos-
sibility of the messages being lost, hence corroborating
the possibly “eager” first-level beliefs based on these
challenge messages.



3 Inference Rules

In this section, we present some of the inference rules
and logical postulates that define the proposed logic of
belief evolution. The symbolic presentation of rules is
similar to that in [1]; i.e.,

P Q
R

means that if statements P and ) hold simultaneously,
then statement R holds. Since we make message in-
stances explicit, P,  and R need not all be facts re-
lated to the same message instance (in fact, in most
cases they are not). Hence the use of ¢ ; ’ denotes con-

Junction and not temporal ordering.

3.1 Beliefin the Uniqueness of the Mes-
sage Recipient

This belief stems from the trust that communicating
parties have in the encryption scheme. A similar trust
is the basis for message meaning recognition in [1].

If a message 1s effectively encrypted, then its contents
can be accessed only by its intended recipient(s).
More formally,

X > {M;, X,Y,C); X |= {2 < {M:;,X,Y,C}}
X[={Z=V]

That is, if (1) X sends message M; to Y, and (2)
X believes that 7 reads the message, Then X believes
that Z =Y (i.e., in Y’s uniqueness).

If X intends more than one principal to receive the
message, then X obtains the belief that 7 is a subset of
Y.

Justification for Recipient Uniqueness
The only underlying assumption is that of an effect-
ive encryption scheme. If a message is signed by the
sender and encrypted with the public key of the recip-
ient, only the recipient can decrypt this message with
his private key, even though the ciphertext is access-
ible to others. Note that the recipient uniqueness holds
even for conventional key encryption schemes. If a mes-
sage is encrypted with the shared key between P and
@, and if P sends the message, then P is entitled to
believe that only @ will read the message. The rule
does not assume guaranteed communication. The de-
cryption by the intended recipient(s) is conditional on
successful communication of the message.

3.2 Knowledge Set (KS) Belief:

Definition: The knowledge set (K .S) of a message con-
tent a at message instant 7 is defined as X € K S(a, M;)

if a is recognizable by X at and after the instance when
M; 1s received.

That is, principal X belongs to knowledge set of mes-
sage content a at message instance M; if X can recog-
nize the message content a at and after the instant when
message M; is received. A principal which is a member
of a KS will remain a member throughout the protocol
run. In other words, the cardinality of a K.S increases
monotonically during a session. Each principal main-
tains certain beliefs about the K'S of pertinent message
contents (e.g., nonces that it generated or believes to be
fresh, or session key), based on the messages it has sent
or received at or before the current message round. The
principal does (not) update its belief about the know-
ledge set of a certain message content based on the con-
tents of the received message.

General form of the KS belief:

All principals which obtain membership to the know-
ledge set of a message content ‘a’ between instance 1 >0
and j >1 must have received at least one message con-
taining ‘a’ as its content from some member of the ses-
ston, at some instance k between i and j. This is de-
noted symbolically as

X |E KS(a,Mi) = {51};
X |=KS(a, Mj)={Ss}|j>i>0

X[EVY €{S3)—{S1}; IPk|PES;i<k<y;
Y < {My, P,Y,a}

That is, if (1) X believes that KS(a, M;) = {51}
and (2) X believes that KS(a, M;) = {S2}, then X
is entitled to believe that all principals Y in knowledge
set {Sa} — {S1} must have received a message with
content a from some principal in S (i.e., the set S of all
principals in the session).

Justification:

At message instant M;, there are two disjoint sets:

(1) S’ consisting of all principals in the K S(a, M;) and
(2) S—.5', consisting of all principals which are not in
the KS(a, M;) (here, S denotes the universal set of all
principals belonging to a session). In symbolic notation,
VX € S,either X € S"or X € {S—5"}.Tf X € {S-5"}
then it can become a member of S’ at some instance
k|i< k < jif and only if X receives a message with
content @. This can happen only when it receives a
message from some P € S’.

In the general form of knowledge set belief, the set S
which corresponds to X’s belief about KS(a, M;), is
possibly an improper subset of the actual K S(a, M;)
which is S’. There are some special cases that fol-
low from the general case of knowledge set belief. We
present them in the following sections.



Set Inclusion Belief (1)

X €I{S(G,Mz), X« {Mi+1,Y,X,(1}
X = KS(a, Mig1) = (X, V]

That is, when principal X receives the message con-
tent for the first time, it believes that the message con-
tent is now shared between the sender and itself. In
other words, it believes that the knowledge set of the
message content after the message is received, consists
of the sender and itself.

Set Inclusion Belief (2)

X|={Y ¢ KS(a, Mi)}; X > {Miy1, X,Y, a}
X [= KS(a, Miy) = KS(a, M;) U {Y}

That is, if (1) principal X believes that Y does not
belong to K S(a, M;), and (2) X sends a message M1
to Y containing a, then X believes that the elements X
and Y belong to KS(a, M;11). The belief obtained by
principal X when it sends a message to principal Y in-
volves some risk. X assumes that M;; will eventually
be read by only Y (by message recipient uniqueness).
X believes that the message will not be lost or sup-
pressed (accidentally or otherwise).

A similar type of risk is illustrated in [7], where the
authors provide an example of an “eager protocol” for
obtaining common knowledge, and argue that common
knowledge cannot be achieved in a practical distributed
system (where messages can be delayed or lost) without
some risk. If € is the expected message transmission
time, then the system is in a knowledge inconsistent
state during an € time interval, but this state “soon
becomes consistent” [7].

If principal X attaches more credibility to second-
level beliefs than to “eager” first-level beliefs, the qualm
about messages being lost or suppressed does not arise.
The second-level beliefs based on the response to a chal-
lenge will eliminate the possibility of the challenge mes-
sage being lost or suppressed.

3.3 Knowledge Set Belief about Nonces

Nonce Freshness Belief

If a principal generates a nonce for a certain session,
it believes that the knowledge set of that nonce consists
of only that principal before the message is sent.

X |= #(N., My); X |=KS(N, M;)={}Vj<i

X |= KS(N,, M;_y) = {X}

This belief 1s the definition of a nonce in terms of the
K S notation.

Nonce Sharing
If a principal X generates a nonce and sends a message
containing the nonce to another principal Y in message
M, 41, 1t gains the belief that the knowledge set of the
nonce after M; 41 is {X,Y}.

X |E ﬁ(NsaMi,);X |E B’S(NS)MJ') = { }VJ < i
X D> {Miy1,X,Y, N}
XT= (KS(V, M) = (X.V7)

This 1s a direct consequence of the nonce freshness

belief and the set inclusion belief(2).

Belief in the Freshness of Message Contents
The belief in the freshness of a nonce generated by a
principal will influence its belief about the freshness of
other message contents that it receives in the future;
i.e., if the received message contains some item that the
principal believes to be fresh, then the principal infers
that the other parts of the message are also fresh.

X|
X|

ﬁ(Ns;Mk)a X < {Mk’JYJX) (NSJC)}
ﬁ(ca Mk‘)

That is, principal X sees a message My from Y which
has a nonce Ns; which X had generated earlier during
the protocol run, and hence it believes message My to
be fresh. If principal X believes that at message My_1,
the knowledge set of Ny did not have Y, then 1t infers
that Y read the nonce during this protocol run, and
gains a belief that the message contents of this message
from Y are fresh.

3.4 Belief about Another Principal’s
Knowledge Set Beliefs

From the set inclusion belief (2) it follows that whenever
a principal (sender) conveys a known item to another
principal (receiver) in the session, it gains the belief
that the knowledge set of that message content now in-
cludes the sender and the recipient. The converse of this
is that whenever a principal receives a message sent by
another principal, if the message is signed or encryp-
ted by the sender and if the recipient of the message
believes in the freshness of the message contents, then
it will obtain a belief that the sender now believes that
the knowledge set of the message content contains the
sender and the recipient.

X < {Mkaya X;C};X |E ﬁ(ca Mk)
X |={Y [={KS(C, M) = {X,Y}}}

That is, if (1) X receives a message from Y with
content C, and (2) X believes in the freshness of the
content C', then X gains the belief that ¥ believes that
KS(C, M) = {X,Y}.



3.5 Interpretation of First- and Second-
Level Beliefs

In the BAN logic [1], the criteria for establishing au-
thenticity between two communicating principals in-
clude the first-level and the second-level beliefs about
the session keys that they share.

The First-Level Key Belief

If each of the two principals X and Y believe that the
session key Ky is shared with the other principal, and
trusts all other principals which may have information
about the key to (1) have knowledge of the session key
Ky and all future messages encrypted with K, and
(2) maintain privacy of the key, then the first-level belief
on the privacy of the session key is established. Letting
M; be the last message of the protocol run, we have

X |={X,Y} € KS(Kyy, M)

Trustg,, (X, P) VP € KS(Kgy, M;)

Y |={X,Y} e KS(Kyy, M)

Trustx,,)(Y, P) VP € KS(Kqy, My).

The Second-Level Key Belief

If each of the two principals X and Y believe that the
other principal has obtained the first-level key belief,
then the second-level key belief is said to be established.
In our notation,

X [={Y |={X,Y} € KS(Kyzy, M)

X |= Trustg,, (Y, P) VP € KS(Kyy, M)

Y I={X |={X,Y} € KS(Kgy, M)

Y |= Trust g, (X, P) VP € KS(Kzy, Mi).

4 FExtension to Accommodate
Accumulation of Identities

In the previous section, we have proposed a logic which
establishes beliefs in the privacy of the session key
without imposing the constraint of jurisdiction. We
claim that the belief in the privacy of the session key is
based primarily on the trust which the members of the
knowledge set place on each other.

In protocols which aim at establishing the goodness
of the session key, we would like to detect (lack of) jur-
isdiction. To achieve this, we introduce the notion of an
ordered K.S ( denoted XS and represented as <ordered
list of elements>). A KS(a, M;) is a set where principal
X precedes principal Y if X knows the content a before
Y. Each principal in the session keeps an account of the
order in which it believes that the principals belonging
to the KS of the session key have obtained knowledge
of the session key.

If each principal X in the session obtains the belief
that the first element of the XS (First(KS)) of the ses-

sion key at the end of the protocol run has jurisdiction
over the key and that all the principals which precede
X in the KS are trusted to share the key, then X can
be assured that there is jurisdiction in the protocol. We
modify the set inclusion beliefs to include the ordering

in the elements of the knowledge set.

4.1 Set Inclusion Belief (1)

X ¢ KS(a, M;); X < {M;;1,Y, X, a}
X =KS(a, i) = <V, X >

That is, when principal X receives the message con-
tent a for the first time from principal Y, it believes that
since Y was already a member of the KS, Y precedes
X in the resulting KS.

4.2  Set Inclusion Belief (2’)

X |={Y ¢ KS(a, M;)}; X > {M;i41,X,Y,a}
X |=KS8(a, Miy1) = < KS(a, M;),Y >

That is, if (1) principal X believes that ¥ does not
belong to KXS(a, M;), and (2) X sends a message M; 11
to Y containing the information a, X now adds the new
member Y to the last position on its KS(a, Miy1).

4.3 Belief about Another Principal’s
Belief about Ordered Knowledge
Set

If principal Y tells X that it believes that the ordered
knowledge set of a message content is KS(CK, M;_1),
then X believes in what Y says only if X trusts Y to
give the valid information about the KS. If not, X
obtains the belief that Y believes that X is now ap-
pended to KS(CK, M;_1) at the last position to obtain
KS(CK, M;).

X =V [EAS(CK, M;) = < KS(CK, Mi_1), X >

That is, if (1) Y sends M; to X claiming that
the ordered knowledge set of the session key CK
is KS(CK,M;-1). (2) X believes that this message
is fresh, then X believes that Y believes that the
KS(CK, M;) is KS(CK, M;—1) + {X}. If in addition,

X |=Y |= KS(CK, M;_1), then,
X |= KS(CK, M;) = < KS(CK, Mi_1), X >

That is, if X believes in Y’s jurisdiction over
KS(CK, M;—1), then X believes in what Y believes
about KS(CK, M;_1).



4.4 Interpretation of First- and Second-
Level Beliefs

The first- and second-level beliefs are identical to those
mentioned in Section 3.5. Though we use ordered know-
ledge sets, the first- and second- level beliefs are ob-
tained irrespective of the order in which the two prin-
cipals X and Y appear in the KS(Kzy, M;), M; being
the last message in the protocol run. In addition to
the beliefs mentioned in Section 3.5, X and Y need to
believe that the first member of the KS of the session
key (First(KS)) has jurisdiction over the key. In other
words, the principals should obtain the belief that the
key was generated by a principal who has authority to
generate the key; i.e.,
X |={First(KS(Kzy, My)) |= Koy}
Y |= {First(KS(Kgy, M})) |= Kgy}

A ccumulation of Beliefs in Identities

In the event that the key generated at Py
has been conveyed to X through the principals
Pz, Pg, cony Pk—l, Pk; i.e.,
X |=KS(Key, M))= <Py, P, ... P, P, X >

then X needs to believe that P; has jurisdiction over
the session key and that X |= Py |= Pror |=
woe Py |= KS(Kpy, M) = < Py >, My being the
first message having key Ky as its content. Also, each
of the principals Ps, Ps, ..., Py are trusted by X and Y
not only to convey the information about the session
key but also to have knowledge of the key.

5 Examples of Protocol
Analysis

The analysis is similar to that followed in [1]. Each
message 1s first idealized (written in terms of the nota-
tion introduced). Next, all beliefs which follow from
existing beliefs and the contents of a new message are
listed. Using the inference rules, new beliefs are de-
rived, and the key beliefs required to establish authen-
ticity are obtained. For brevity, we denote the 7 level
belief of principal J by B;(J).

In section 5.1 the inter-domain authentication pro-
tocol [3] is analyzed using BAN logic. The same pro-
tocol is analyzed in section 5.2 using the proposed logic,
and the importance of accumulation of beliefs in iden-
tities of principals in their order of participation in the
session is discussed. In section 5.2, the use of PROXY
tickets in 7 is analyzed using BAN logic. Its analysis us-
ing ordered knowledge sets is presented in section 5.3.
In section 5.4, we analyze the Multiparty Session pro-
tocol using BAN logic, and compare it with its analysis
using the proposed logic in section 5.5.

5.1 Analysis of an Inter-domain Au-
thentication Protocol using BAN lo-

gic

It is often necessary to be able to track the route of
cascaded requests as part of providing access control
[12]. In this protocol [3], secure channels are built in a
cascaded fashion; i.e., using a secure channel from F;
to P; and another secure channel from P; to Py, a se-
cure channel is established between P; and P;. There
is no global trust [3]. For the sake of illustration, we
use principals Py, Pa, P3 and Py. We first analyze this
protocol using the BAN logic.

Idealized Protocol Description
K -
Message 1: Py — P; : Please forward { —P>1 Pl}‘!‘l’2 to P3
Kp1 K Kp1 I3
Message 2: P, — Py :{ = Py,P2}"P3 { = P} r!
K -
Message 3: P; — P3: Please Forward { —p>1 P17P2}RP3 to Py
Kp1 % Kp1 %
Message 4: P3 — Py : { = Py, Py, P3}7pd {5 Py}tp1
K .
Message 5: Py — Py : { 2! Py, Py, P3}5pa

Assumptions
The assumptions about shared keys are as follows:
K
P1 |E (—P>2 Pg)
I(P1 Kpa
Pg = (—) P1) and (—) Pg)
Ko Kpa
P3 |— (—p) PQ) and (—p> P4)
K
Py |= (5 P3)
Analysis

Message 1: On seeing the request message from P,

P5 obtains the belief Py |= Py |= (K—P>1 Py) (assuming
belief in freshness).

Message 2: P, conveys the authenticator key of Ps
K
to party P;. P; obtains the belief Py |= P5 |= (—p)1 P3)

Message 3: When Ps sees the message encrypted

Kp1
by Pz, P3 |E Pg |E (—P) P1)

Message 4: P; sees M3 sent by Ps. From its previ-

ous belief about Kp1, P; obtains

K
P1 |E Pg |E P3 |E (—p)l P4)

Message 5: Py sees the message encrypted with the
key 1t shares with Ps. Hence, it obtains the belief

Ko
P4 |E P3 |E (—p> P1)

Comments

It can be observed here that the path information is
not preserved in the beliefs obtained by principals Ps
and P;. While the causal belief is



Kp1
Pi|=P3|= P |= (P |== P1)

P, obtains the belief Py |= P53 |= (K—P>1 Py). After
message exchange My, principals Ps and Ps can also
have beliefs about the keys Kp1. If Po, P3 is together
referred to as path from P; to Pa, then the party Py
should obtain a belief which is conditional on the trust
that P4 places on the path; i.e.,

Kp1
P4 |E P3 |E Pg |E (Pl |E—) Pl)

To be able to have accountability, we need to preserve
the (ordered) accumulation of beliefs. In the above ex-
ample, we see that the analysis of the protocol does
not preserve this ordered accumulation of beliefs in
the identities of the principals which form a trust path
between P; and Pj.

The belief obtained by P will have adverse con-
sequences 1if the realm P, becomes untrustworthy after
the protocol run. In this event, P, will still continue to
believe in the identity of Py, as long as P4 believes that
P3 remains trustworthy. This would result in a scen-
ario where Py (untrusted realm) who has knowledge of
the key K, can access P (service) with key (secret)
and get serviced. This attack by Ps will go undetected
by P, even if P4 is aware of the fact that party P, has
been compromised. This is due to the belief of prin-
cipal P4 that Py’s belief in the key is conditional only
on the trustworthiness of realm Ps.

This situation can be averted if beliefs are accumu-
lated in an ordered manner. If P, has information about
the identities of the intermediate principals, and trusts
Py, on condition that the path is trusted, then P, real-
izes that its key to service Pj is no longer valid when it
learns that the path is not to be trusted any more, and
hence, it will not accept any future requests with that
key.

Using the proposed logic, we show in the next sec-
tion, that accumulation of information on the identities
and on the beliefs of the intermediate principals on the
trusted path can be achieved using ordered knowledge
sets.

5.2 Analysis of the Inter-domain Au-
thentication Protocol Using the
Proposed Logic

The protocol description is given in the previous sec-
tion and will not be repeated here. This protocol is
now analyzed using the ordered knowledge sets.

Idealization

Message 1: Py > Py : {M1, Py, P5, ((KS8(Kp1,M1) = < Py >),P3)}

Message 2: P2 > Py : {Ma2, P2, P3, (KS(Kp1, M2) = < P1, P2 >)},

Kps
{M27P2,P1,( - P%)}

Message 3: Py > P3 :
{M3, Py, P3, (K§(Kp1, M2) = < P1, P2 >), Py)}
Message 4: P > P1: {M4, Pa, Py, (K8(Kp1, My) =
Kpa
< P1, P2, Ps >)}, {Ma, P2, P1, (5 Pa)}

Message 5: Py > Py :
{M4, P3, Py, (KS(Kp1, Ms) =< P1, P, P35 >)}

Analysis:

Message 2: P receives Kp3 from P, in message Mo,

and believes that Py |= Py |= (K—p>3 Ps)

In the K8 notation,
P1 |E /CS(I{pE;, Mg) =< P3, Pg, P1 >

Message 4: On receiving M4 which is encrypted

with Kp3, P; obtains the belief

Kpa
P1 |E P2 |E P3 |E (—p> P4)

In the K8 notation,
P1 |E ]CS(I{pzl, M4) =< P4, P3, Pg, P1 >

Message 5: On receiving My, P, uses belief about
ordered knowledge set of another principal (assuming
that P4 believes that Mj is fresh), and obtains the belief,

Py |E Py EICS(IX’Z,],ML;) = <P1,P2,P3>

Writing this in the XS notation, we have

Py |E K:S([\'rpl, Ms) =< Py, Py, Ps, Py >

Note that P, does not believe KS(K,1, M5) fully

unless it believes that Ps has jurisdiction over

KS(Kp1, Ms).

Comments
The principal P; considers the messages from P, as
valid on condition that the path through Ps, Ps is trust-
worthy. Similarly, Py considers the messages from P
valid only if it trusts the principals in the path from Py
to P4.

It can be observed here that the analysis has pre-
served belief ordering. Without the accumulation of
beliefs in an ordered sequence, the analysis would not
yield the required information on the trusted path.

5.3 Analysis of PROXY ticket forward-
ing using BAN logic

This is an example of a case where a client initiates
the session and obtains the ticket for a specific service
and/or object and forwards the ticket to another prin-
cipal. The ticket forwarded is not forwardable. We
briefly analyze this protocol [8] using BAN logic, and
show the potential limitations.

Protocol Description

Message 1: X — TGS:Request prozy ticket for principal Y to



access service S

Message 2: TGS — X :
{Yadadress, P, X, S}7s, {KX/Y—S}AX_TGS

Message 3: X =Y : {Yaddress, P, X, S}ES {Kx;y _s}¥X-Y

Message 4: Y — S : {Yaddress, P, X, S} 75,

{Authenticatorx, X}KX/Y—S

Assumptions
The assumptions about shared keys are as follows:

S =5 7685 |= TGS |= X &5 5,

S|=TGS |= TGS & s;
S |= $(Authenticatorx , Proxy)

Idealization
Message 2: TGS — X : {V, TGS ¥ 5 Xx}Ks,
K - -
(x X5 s)Kx-ras
Message 3: X Y : {Y, TGS oy S X}¥s,
K - -
x X/Y-8 s} x-v
Proxy K
Message 4: Y = 5: {Y, TGS +— 5,X}"s
Kx/v-s ¢
{X (/ S}I‘X/Y—S
Analysis

X receives message My from T'GS and obtains its first-
level belief using the nonce verification and jurisdiction
rules (assuming that X believes in the freshness of Ms);

K _
e, X |={x &5°3)

Message 3: X sends the key to Y and gains no
new beliefs in the process. Y sees M3 and decrypts
the key Kx/y_g, and Y obtains the belief YV |= X |=

K
{x "¥55° S} (assuming that Y believes in the fresh-
ness of this message).

Message 4: S sees the message M4 and obtains the
beliefs.

S|=X |= (X 50 )

Though S decrypts the proxy ticket given by the TGS
and finds Y’s address, the idealization of BAN logic
does not permit the derivation of the belief

SEYEX={X K&S S}, which preserves
causality while informs the principal S about the beliefs
that Y may have about the key. In the next section,
we show that the ordered accumulation of identities of
principals i1s captured by the evolution of beliefs.

5.4 Analysis Using the Proposed Logic

The protocol description is the same as that in the pre-
vious section and will not be repeated here.

Idealization

Message 1: X > {M,, X, TGS, (Request prozy,Y,S)}

Message 2: TGS >
{M;, TGS, S, (Y, Prozy, X,8)}, {M2, TGS, X, (Kx;y-s)}

Message 3: X >
{M2, TGS, S, (Y, Prozy, X, 5)} {M3, X,Y,(Kx;v_ras)}

Message 4: Y > {M4,Y, S, (Authenticatorx, X, Kx;v _xpc)},
{M,, TGS, S, (Y,Prory, X, S)}

Assumptions

S |= §(Proxy ticket);

S |= t(Authenticatorx);

S |= TGS |= Proxzy ticket
Analysis

Message 3: On sending M3,
X |= KS(Kxjy—-s,M3) = {TGS,X,Y} using set in-
clusion belief (2). On receiving M3, Y uses set inclu-
sion belief (1) and obtains

Y |E /CS(I{)(/Y_S, Mg) = {X,Y}

Message 4: Y sends M, and obtains its first-level
belief using set inclusion belief (2).

Y |E K:S([(X/y_S,le) = {‘X,Y, S} .......... [Bl(Y)]

When S receives My, it interprets the message en-
crypted by the T'GS which has the identity of prin-
cipal Y, and assumes that the key Kx;y_s is now
shared with X and Y. Hence, S obtains its first-
level belief using set inclusion belief (1); ie., S |=
KS(Kx/y-s,Ms) =1{X,Y,S}....... [B1(S)]

S believes in the goodness of the prozy ticket which
is generated by TGS, X also believes in the freshness
of the Authenticatory (by assumption). S now knows
that the key Kx/y_gs is not a secret that it shares with
only X. Hence, it interprets M4 as a message from
either X or Y. Using the belief about the freshness of
message contents,

S = (X/Y) |=
{X,Y,S}...... [B2(S)]
In addition, S sees that the prozy ticket has been gen-

KS(Kxjy_s, M) =

erated by the T'G'S and forwarded without encryption.
Hence, S |= KS(Prozy ticket, My) = {TGS, S}

Since S believes that TGS has jurisdiction over this
ticket, it obtains first-level belief in the goodness of the
proxy ticket. S may obtain beliefs about the privacy of
the Kx;y_g only if it trusts X and Y to share this key
and also to maintain its privacy.

5.5 Analysis of Multiparty Session Pro-
tocol using BAN logic

We now consider in detail, the multiparty session pro-
tocol. This 1s an example of a protocol which lacks
Jjurisdiction trust on key goodness, but nevertheless, is
able to establish key privacy. The formal top level spe-



cification for this appears in [4].

Protocol Description
Message 1: X = Y {ch,ss, X, Y, A, B, N5, nil,nil, 1} ¥y
Message 2: Y — AS {ch,ss, X, Y, A, B, N,, Na, nil, 2} ¥as
Message 3: AS — X {ch,ss,X,Y,A, B, N, N4, CK,3}T¥x
Message 4: X = Y {ch,ss,X,Y,A B, N, N4, CK, 4}F¥y
Message 5: Y — X {ch,ss,X,Y, A, B, N;, N4, CK,5}FKx

Assumptions
PK PK
X [=4(N:); Y |=4(Na); X =2 5 VY = 5 Y
vizBx x =28 x; x|="%% A4S

PK

Y |= =% AS

X|Z2AS | X €2y, v |2 A4S |» X &3y

Idealization
Message 1: X =Y {X,Y,N,}F ¥y
Message 2: Y — AS {X,Y, N, Ns}F Ky
Message 3: AS — X {X,Y,N,, Na, X o V}PKx
Message 4: X —» Y {X,Y,N, Ny, X % v}PKy
Message 5: Y — X {X,Y,N,, Ng, X - y}PKx

Analysis
Message 1 and 2 do not contribute to the logic.
Message 3: From the assumption about its own
public key, X recognizes that the message is sent for it.
It then sees AS’s signature on the message and finds

that AS said it.
CKx
X |= AS |~ {X,Y, Ny, Ny, X &3 Y }PEY
Now, since X believes in the freshness of Ny, it be-
lieves that the contents of message 3 ie., (Ng, CKyy)

are fresh. Using the nonce verification,
CK,

X |z AS |={X <3V}

Using jurisdiction (assumption),

X = {X &3V, [B1(X)]

Message 4: The analysis here is similar to message
3 except that in this case there is no jurisdiction be-
cause Y does not believe that X controls the session
key. Hence, using the nonce verification and the key
beliefs (assumption),

Y= X 2 {X E3 V) [Bo(Y))]

Message 5: Using nonce verification and key beliefs,
we obtain
CKyy
X |ZY |=2{X 3 Y}.....[Ba(X)]
Though principal Y has not obtained its first-level
belief, X believes that Y has obtained it.

Comments
The principal Y does not obtain its first —
level key belief. The main stumbling block in the ap-
plication of this logic is the lack of jurisdiction in the
key messages to principal Y. Y does not obtain its
first-level belief in both the goodness and the privacy of
the session key.

Using the proposed logic, we will show in the fol-
lowing section that the Multiparty Session protocol
achieves first-level beliefs on key privacy.

5.6 Analysis of Multiparty Session Pro-
tocol using the proposed logic

The protocol description is same as in the previous sec-
tion and will be omitted here for sake of conciseness.

Idealization
Message 1: X > {M,, X,Y, N}
Message 2: Y > {M,,Y, AS, (Na, N,)}
Message 3: AS > {Ms3, AS, X, (Ng,N;,CK)}
Message 4: X > {M4,X,Y,(N,;, Ng, CK)}
Message 5: Y > {Ms5,Y, X, (N;, Nqg,CK)}

Assumptions

X|Z4N); Y = 4N
It is unnecessary to mention the key beliefs here since
we already have made the initial assumption that the
sender and recipient identity can be established by the
recipient who can decrypt messages encrypted with his
public key, and can identify the sender by his signature
on the message.

Analysis
Message 1: Since X generates the nonce N;, using
nonce sharing and set inclusion belief (2),

X |= KS(N,, My) = {X,Y}

Message 2: Y sends N, N; to AS. Since the belief
about K'S of N; is not pertinent to Y (since Y does not
believe in the freshness of N;) we use only Y's belief

about KS of Ny. Y |= KS(Ny, M2) = {Y, AS}

Message 3: At M;, X had believed that
KS(Ny,My) = {X,Y}. When it sees M3 from AS,
using set inclusion belief (1),

X |= KS(N,, M3) = {X,Y, AS}

X does not know about N4 or CK so far. Now when

it receives them from AS, using set inclusion belief (1),
X |= KS(Ng, M) = {AS, X}
X |= KS(CK,M3) = {AS, X}

Principal X knows that its own nonce N; is fresh.
Since the present message has N;, using the belief in
the freshness of message contents, it obtains the belief



that the contents of Ms;i.e., X |=4((Nqg,CK), M3s)

Message 4: From its earlier belief about
KS(CK, Ms), X updates the KS belief when it sends
M4 to Y.

X |= KS(CK, My) = {AS, X, Y}....[Bi1(X)]

When Y receives C'K from X for the first time, it
believes that the K S(CK, M4) consists of only X and
Y.

Y |= KS(CK,M4) ={Y,X}....[B1(Y)]
Y |= KS(Ng, Ms) ={AS,Y, X}

From the previous belief of ¥ that KS(Ny, Ms) =
{Y, AS}, and using the belief in the freshness of mes-
sage contents, Y obtains the belief that the key C'K
and nonce Nj are fresh. Since Y receives the key CK
which it believes to be fresh from X, using the belief
about another principal’s KS beliefs, we obtain

Y |= X |= KS(CK, My) = {X,Y}....[Bao(Y)]

Message 5: Since Y has gained the belief about the
freshness of C'K from the last message exchange, it uses
the belief about KS belief of other principals,

X |=Y |=KS(CK,Ms) = {X,Y}...[Ba(X)]

6 Features of the Logic

The proposed logic models the evolution of beliefs
within a protocol run. Each principal keeps an account
of the principals that he believes to be sharing a per-
tinent piece of information in that protocol run. The
beliefs evolve based on whether or not the most recent
action is related to the existing belief.

The beliefs evolve within a protocol in a manner sim-
ilar to the states (output) of a state machine. The state
machine is memoryless, hence the beliefs of the past are
not accumulated in general. In other words, at message
instance M;41, the knowledge set of an item at M; is
updated. The old knowledge set is no longer of con-
sequence for future inferences. Hence, only the most
recent knowledge set is retained. Membership of prin-
cipals in any given K S is permanent for that session.
The cardinality of the K.S grows monotonically within
a session run.

The principals in a session can obtain first-level belief
only if they trust all the members of the knowledge set
of the session key to have knowledge of the session key
and access to all future messages encrypted with this
key. In addition to this, they need to believe that all
principals belonging to the KS of the session key will
maintain confidentiality of the session key and also the
messages encrypted with the session key in future.

Since the inference rules presented invariably involve
message numbering, the messages in a protocol run are

assumed to be ordered; i.e., M; can occur only after
M;_1 and before M; 1. Messages are assumed not
to be lost or reordered during the session run. Be-
liefs obtained based on messages which are sent (‘eager
beliefs’) involve some risk, since there is no guarantee
that the message which is sent (‘challenge’) will be re-
ceived by the recipient. However, the response to the
challenge message enables the sender of the challenge
to corroborate his ‘eager’ first-level belief. Hence, ob-
taining second-level belief based on the response to a
challenge will imply that (1) the challenge message was
received, (2) first-level belief has been obtained by the
other principal.

A positive outcome of this logic is that by eliminating
the constraint that all key messages should be encryp-
ted by the authentication server, it essentially lends it-
self to the analysis of a de-centralized data flow. Using
the modified inference rules, we can detect the lack of
jurisdiction in protocols where jurisdiction is import-
ant. The extended logic is also applicable to the class
of protocols in which ordered accumulation of belief in
the identities of principals is important.

7 Conclusion

The belief evolution model takes advantage of the or-
der in which message exchanges take place within a
session run to obtain concise proofs of authentication
protocols. This logic can be applied to the analysis of
the class of protocols (1) which require (ordered) ac-
cumulation of beliefs in the principals identities, and
(2) which do not necessarily make use of key jurisdic-
tion properties. The proof preserves ordering of beliefs
and hence maintains consistency of beliefs. The ‘eager’
first-level beliefs obtained based on messages which are
sent are corroborated when the responses to these mes-
sages are received. The second-level beliefs obtained
based on these responses eliminate the possibility that
the messages sent were lost.
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A The Kerberos Protocol

The top level specification of the protocol appears in
[9]. A simplified version of the protocol is as follows:
Message 1: A -+ AS: A, B, T,

Message 2: AS = A: {T,,T., L, Kay, B, {Ts, L, Koy, A}¥bs}¥as
Message 3: A - B: {T, L, K, A}Y¥bs {4, T,}¥ab

Message 4: B — A: {Ts + 1}%ab

Idealization
Message 1: A D> {M1,A, AS, (A, B, T.)}
Message 2:
AS D> {Mz, AS, A, (Kap,Ts, Tc {M2,AS, B, (Ts, Kas)})}
Message 8: A D> {M2, AS, B, Kap},{M3,A, B, (Ta, Kas)}
Message 4: B> {My, B, A, (Ta, Kap)}

Assumptions

A=4Ta, Te); A= 4(T5); B [=8(Ta); B |=4(T5)

Since we have made the initial assumption that the
message recipient can identify the sender, we don’t
need the additional assumptions about the shared keys
between principals. The assumptions mentioned above
still rely on synchronized clocks.

Analysis

We start at message 1 and work towards the end of the
protocol, producing the beliefs gathered on the way. In
order to be sure that A is not responding to a replayed
message My, it needs to verify the freshness of My. To
do this, A includes a nonce T, in its first message to AS
and checks the second message to find the same nonce
in it.

Message 1: From nonce sharing, A believes that
after My, the nonce T, is shared between A and AS;
ie, A|l= KS(T,, M) = {A, AS}

Message 2: A reads T, in My, and using belief in
the freshness of message contents, A |= §(M3). Using
set inclusion belief (1),

A |E I{S(I{ab,Mz) = {A,AS}

Message 3: From set inclusion belief (2),
A|= KS(Ka, Ms) = {A, AS, B}....[B1(A)]

B first decrypts the key message M5 from AS and
gets the key Kg. Now it reads the second part of the
message Ms. Using the set inclusion belief (1),

B|= KS(Ka,Ms) = {A, B, AS}....[B1(B)]



Since B believes in the freshness of T, (assump-
tion), using belief in the freshness of message contents,
B |= #(Ka). Now, using belief about another prin-
cipal’s KS beliefs,

B|= A |={KS(Kaw,Ms) = {A, B}}...[Ba(B)]

Message 4 : A believes in the freshness of T, (as-
sumption). Using belief in the freshness of message con-
tents,

A= 4(Kab)

Applying the belief in another principal’s KS belief as
before,

A= BI|={KS(Kuw, Ms) = {A, B}}.....[Bs(A)]

Note that apart from establishing all the key beliefs,
the proof maintains the ordering in beliefs. That is,
principal X (Y') can obtain the second- level belief about
principal Y (X) only after principal Y (X) has obtained
its first-level belief. This property of the logic leads to
beliefs which are ordered.

B The Andrew Secure RPC
Handshake

We provide this here to show that the inference rules
developed can detect weaknesses in authentication pro-
tocols in a similar way as those of [1]. In this protocol,
principal A has key Kgp which it shares with the server
B. A obtains a new key K!, from server B using a
handshake operation.

Protocol Description
Message 1: A — B : A {N,} e
Message 2: B — A : {N, + 1, N} Ka
Message 3: A — B : {Np + 1} K
Message §: B — A : {K!,, N/}

Assumptions

Al=4(Na); BI=4(Ne); B [=1(KG)

Idealization
Message 1: A>{My, A, B, Ny}
Message 2: B> {Ms, B, A, (N4, Np)}
Message 3: A > {Ms, A, B, Ny}
Message 4: B> {My4, B, A, (CK, N})}

Analysis
Message 1: Principal A sends N, to principal B in
the first round. Hence, from set inclusion belief (2),
A |= KS(N,, My) = {A, B}
From set inclusion belief (1),
B |= KS(N,, My) = {A, B}
Note that since B does not see anything in M; that
it believes to be fresh, it does not get the second-level

belief about N,.

Message 2: Principal B generates and sends N to

A. From set inclusion belief (2),
B |= KS(Ny, My) = {A, B}

Since A |= 4(Na), from belief in the freshness of mes-
sage contents, A |= $(Ns). Using belief about another
principal’s KS belief,

A|= B |= KS(Ny, M3) = {4, B}

Message 3: B receives M3 in which it sees N which
it believes to be fresh (assumption). From belief about
another principal’s KS belief,

B |=A|= KS(Ny, M3) = {A, B}

Message 4: Using set inclusion belief (2),
B|=KS(CK,Ms) ={A,B}...... [B1(B)]
B |= KS(N{, M) = {4, B}

Principal A receives My, but does not see any content
in it that it believes to be fresh (i.e.,A |£ §(N/)) Using
set inclusion belief (1),

A|= KS(CK,Ms) ={A,B}....... [B1(A4)]

Since A does not believe in the freshness of My, it

cannot obtain its second-level belief.

Comments

At the end of the protocol run, the two principals A
and B do not obtain second-level beliefs. Though prin-
cipal B obtains its first-level belief, this is not corrobor-
ated by the second-level belief which can come only if A
replies with a key message which B believes to be fresh.
Since there is no belief obtained about the freshness of
messages, the protocol is vulnerable to replay attacks.
The remedy suggested in [1] is to add the nonce N, to
the last message. The proof of the concrete realization
of this protocol follows.

C Concrete Realization of The
Andrew Secure RPC
Handshake Protocol

Protocol Description

Message 1: A — B : A N,
Message 2: B — A : {N,, K!, }Ka
Message 3: A — B : {N,}Ka
Message 4: B — A : {N{}

Assumptions
A|=4(Na); BI=4(M); B =Ky

Idealization
Message 1: A> {My,A, B,Ns}



Message 2: B> {Ma, B, A, (N4, K})}
Message 3: A > {Ms, B, A, (Na, Kl;) }
Message 4: B > {M4, B, A, N{}

Analysis
Message 1: A sends message to B . Using set inclu-
ston belief (2),

A|= KS(Nq, M) = {A, B}
Using set inclusion belief (1), B obtains belief:
B|= KS(N,, M1) ={A, B}

Message 2: B sends message containing K/, to A.

Using the set inclusion belief (2),
B|=KS(K!,, M2) ={A,B}....... [B1(B)]

A receives the message containing K/, for the first
time from B. Hence,

A= KS(K.,,Ms) = {A,B}....... [B1(A)]

A believes in the freshness of nonce N, since it has
generated it in the present run of the protocol. Using
belief about freshness of message contents,

A |=1(Kg)

Since A believes that K/, is fresh and that B has sent
it, using belief about another principal’s KS belief,

A|=B|=KS(K.,, M) = {A,B}........ [B2(A)]

Message 3: B sees a message encrypted with the
new key that it has generated. Since it believes in the
freshness of this new key, and since it knows that only
A had received it (recipient uniqueness belief), it now
believes that this message from A is fresh. Using belief
about another principal’s KS belief,

B|=A|=KS(K.,,M3)={A,B}........ [B2(B)]

Hence, this realization of the Andrew Secure RPC
Handshake protocol achieves all key beliefs.

D Privileged Ticket distribution
Protocol

In this protocol [10], a logically independent server, the
privilege server is used to create tickets that contain
sealed information, unique identifiers (UUIDs) for the
principal and the groups to which the principal belongs.

The session involves three parties: (1) The client who
needs the session key to communicate with the ticket
granting server, (2)the privilege server which acts as an
intermediary between the ticket granting server and the
client, and (3) The ticket granting server.

Notation:
The client, privilege server and ticket granting server
are denoted by C', PS and T'GS respectively.

The shared private key between parties X and Y is
denoted by K.,. The plaintext ticket between parties
X and Y is denoted by 7%,. The secret key of party

X 1is denoted by K. The privileges associated with
principal C' are denoted by C.Priv.

The key between the privilege server and the ticket
granting server that is given to the client at the end of
the session is denoted by Kjg(c)—tgs-

The protocol description:
Message 1: C - TGS : C, TGS
Message 2: TGS — C 1 {To_ygs }tar, {Ko_ygs} e
Message 3: C — TGS : {Tc_tgs}KwS, {N }Ke-tgs
Message 4: TGS — C 1 {To_ps }Xoo | {K._ps}Keomtae
Message 5: C' — PS : {{To_ps }Xre {N}Ke-rs TGS}
Message 6: PS — TGS : {{Tps_tgs}ngs,
[Ny K ios O Priv) Koo}
Message 7: TGS — PS : {Tps_tgs, C.Priv}fiss,
{[{ps(c)_tgs}Kps—igs
Message 8: PS — C : {Tps—tgs, C.Priv}fs,
{I{ps(c)—tgs}Kc_ps
Message 9: C - TGS -
{H{Tps—tgs, C.Privio {N }Eps(e)~t9: S}
Message 10:
TGS — C: {{Tps, C.Priv}¥s {K}Kro(er=19s

Idealization
Message 1: C > {M,,C, TGS, (C,TGS)}
Message 2: TGS >
{M;, TGS, C,({M3, TGS, TGS, To_14s}, Kc_14s)}
Message 3: C > {M3,C, TGS, ({M3, TGS, TGS, Te_145},Nc)}
Message 4: TGS >
{M4, TGS, C,({M4, TGS, PS5, Te_ps}, Ke_1gs)}
Message 5: C > {Ms,C,PS, (Te_ps, No, TGS)}
Message 6: PS > {Mes, PS, TGS, (Tps—tgs, Nps, C.Priv)}
Message 7: TGS >
{M7, TGS, PS, {M7, TGS, TGS, (Tps—1gs,C.Priv)}, Kps(c)—1gs)}
Message 8: PS >

{M87 PSS, C, ({M77 TGS, TGS, (Tps—t957 C‘Pri’u)}V Kps(c)—tgs7 KC—PE)}

Message 9: C >

{My,C, TGS, ({M7, TGS, TGS, (Tps_14s,C.Priv)}, N.,S)}
Message 10: TGS >

{M107TG57 c, ({MG7TG57 S, (Tpsvc~PriU7 KPS)}7 Kps(c)s)}

Assumptions

TGS |= 4(Kps(e)-tgs); C [= 4(Ne); C'[= §(Keps)

Analysis

Messages 1 through 6 do not contribute to the logic.
We now analyze message 7.

Message 7: 1'G'S sends the message containing the
key Kps(c)—tgs for the first time to privilege server PS.
From set inclusion belief (2),

TGS |E [{S(I{ps(c)—tgs; M7_) = {TGS, PS}

Message 8: C receives Mg containing Kpg(e)—tgs
from PS. From set inclusion belief (1),



C|= I{S([{ps(c)—tgs; Mg) = {PS,C}
From the assumption that C' believes in the freshness
of K._ps, it believes in the freshness of message Msg.
Hence, it follows that C' |= §(Kps(c)—tgs)

Message 9: C sends Mg containing Kjs(e)—tgs t0
D. Using set inclusion belief (2),
C |= KS(Kps(e)—tgs, Mo) = {C, PS, TGS}...[B1(C)]
On receiving My containing Kps(c)—tgs from C', using
the set inclusion belief (1) principal TGS obtains the
new belief,
TGS |= KS(Kps(e)=tgs, Mg) =
{TGS,PS,C}...... [B1(T'GS)]
Since TGS believes that the key Kpsc)—rgs
which it has generated in M7 is fresh, using the
belief about message freshness, TGS believes that
the message from C' is fresh. Further, using the belief
about another principal’s KS belief,
TGS |=C |= KS(Kps(c)—tgs) M) =
{C, TGS} ........ [B2(T'GS)]

Message 10: (' receives Mig, in which it sees
Kps(e)—tgs which it believes to be fresh. Hence, us-
ing belief about another principal’s KS belief,

Cl= TGS |= I{S(I{ps(c)—tgs;MlO) =
{C, TGS} ..oooi [B2(C)]



