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Abstract

We introduce the notion of security effectiveness, illustrate its use in the context of cryptographic pro-
tocol analysis, and argue that it requires analysis of protocol property dependencies. We provide ex-
amples to show that, without dependency analysis, the use of some logics for cryptographic protocol
analysisyieldsresultsthat are inconsistent or unrealistic in practice. We identify severa types of prop-
erty dependencieswhose usein protocol analysis methods can yield realistic analyses.

Categoriesand Subject Descriptors: C.2.4 [Computer-Communication Networks]:
General- Security and Protection, Distributed Systems; D.4.6 [Operating Systems]: Security
and Protection - authentication, cryptographic controls, K.6.5 [Management of Computing
and Information Systems]: Security and Protection - authentication; E.3 [Data]: Data En-
cryption.

Key Words and Phrases. Security effectiveness, cryptographic protocol, cryptographic as-
sumption, logic, dependency, threat countermeasure.

1 Introduction

Cryptographic protocol analysis using logics has conclusively shown that subtle security vul-
nerabilities which may escape designers attention can be detected using formal methods. In
the last few years, several logics have been proposed and have been used in the analysis of pro-
tocols to show that the protocols can (not) achieve certain goals ([2], [10], [11]). The applic-
ation of logics® allows one to derive properties which imply that certain threats are infeasible
in the system. By doing this, one attempts to show that a protocol is effective in countering
a specified (set of) threat(s). For instance, protocol properties, such as session-key freshness,
jurisdiction (i.e., established authority over a session key), and session-key confidentiality, are
generally considered sufficient to establish the effectiveness of a cryptographic protocol with
respect to threats of unauthorized re-use of old session keys, unauthorized session-key genera-
tion, and unauthorized session-key disclosure.

!Electrical Engineering Department, University of Maryland, College Park, MD 20742.

2SRl International, Computer Science Laboratory, 333 Ravenswood Avenue, Menlo Park, CA 94025.

3Here, and in therest of the paper, we will use the term logicsand protocol analysis methodsto refer primarily
to the logics presented in references [2], [10] and [11], or other similar logics.
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However, logics for the analysis of cryptographic protocols derive properties based on crypto-
graphic assumptions about the underlying system. The results of such analyses are dependent

not only on the validity of stated assumptions but also on that of often

unstated ones. For ex-

ample, extant logics for the analysis of cryptographic protocols do not take into consideration
the dependency of message confidentiality on the lifetime of encryption keys while deriving
properties of confidential message contents (e.g., session-key freshness). The anaysis of this

dependency isimportant in determiningwhether current session key, old
term keys (e.g., key-encrypting keys) are breakable (i.e., can be read by

Missing cryptographic assumptions in analyzing cryptographic protocd
ent or unrealistic results. For example, the analysis and the logic itself

isunbreakable during the key lifetime, yet the protocol itself may gener;
of known (or even chosen) plaintext-ciphertext block pairs, which can

that key. Or, theanalysisand thelogic itself may assume that an authent
available for an authentication protocol to establish message freshness.

assumptionsin analyzing cryptographic protocolsis particularly ironic
between these protocols, logics, and cryptography is limited precisely
about the properties of underlying cryptographic systems.

sesson keys and long-

|s may yield inconsist-
Imay‘assume that a key

In this paper, we argue that analyzing the dependencies of the derived

provide examplesto show that the use of logicsfor cryptographic protoc
dependency analysismay yield resultsthat areinconsistent or unrealistic

[protocol propertieson
the underlying assumed propertiesisanecessary part of establishing security effectiveness. We

ol analysiswithout this
inpractice. We present

a dependency graph and illustrate how it can be used in protocol analysis.

This paper contains five sections. In section 2, we briefly introduce the notion of security ef-

fectiveness and illustrate its use; i.e., how a specific threat function can

be rendered infeasible

by the properties of system functions. In section 3, we provide examples to illustrate the con-

sequence of disregarding dependencies among derived and assumed pr
of protocol analysis. In section 4, we present a dependency graph that

operties, on the results
underlies much of the

analyses and illustrate itsuse. Section 5 concludes this paper. Additional examples of protocol

dependencies appear in [12].
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2 Security Effectiveness

In figure 1, we illustrate the intuitive notion of security effectiveness of a system. The figure
shows a set of reachable system states /. Threats are properties of intruder actionsin agiven
environment. System properties are introduced to counter a specific set of threats. If P isa
property that countersathreat 7' (i.e.,, P = —T'), then the set of system statesin which 7" does
not hold contains the set of system states in which property P holds.

Intuitively, we say that a system security function is effective if its (correct) operation counters

one or more identified threats. To reason about the effectiveness of a security function, it is

useful to think of threats as threat functions that operate in the environrpent-of-system-useand————
to assume that the effects of these functions can be specified in the S
security functions; i.e., by specifying their properties. Then, to demonst
a security function, we need only show that the properties of the systen
those of the threat functions cannot coexist.

Properties of security functions have been derived in the past in varioug
tem security. For example, functions implementing an information fld
property that “if information flows from variable = to variable y, the sef
atesthat of ».” Functions exhibiting this property could counter the threat properties pfeat@binot hold
thorized downgrading of classified data” or “unauthorized flow of sensitfveinformation,” which
characterize functions implemented by Trojan Horses in unprivileged (malicious) fcati
programs. Thus the effectiveness of the information-flow property canbeestabtishedwithree———————
spect to the threat of confidentiality violations by Trojan Horses.

2.1 Property Dependencies

Cryptographic protocols and the logics used to derive their properties typically make several
assumptions about the system and about the operating environments. For example, the logics
for the analysis of cryptographic protocols commonly assume that (1) message integrity is pre-
served, (2) clocks are synchronous, (3) timestamps are monotonic, (4) encryption keys are un-
breakable, (5) message sender can distinguish his own message from those that are sent by oth-
ers, (6) encryption keys are generated randomly, in amanner which does not allow their predic-
tion from the knowledge of old keys, and so on. The results derived using logics, are, hence,
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dependent on these assumptions. These assumptions, if justified, imply that certain threats can-
not hold. For example, in cryptographic protocols which use long-term keys for encryption,
the assumption about the strength (complexity) of the encryption mechanism impliesthat some
threats of cryptanalysis cannot be successful over thelifetimeof thelong-term key. Hence, sys-
tem states in which assumptions hold are a subset of those in which the assumed threats do not
hold. That is,

Assumed Properties — —Threals assumep-

Properties of the system, which are established by system analysis, imply that another set of
threats do not hold. That is,

Established Propertles — = ThreatscouNTERED

The nature of the established and assumed propertiesdiffersonly in the sense that the former is
justified, whereas the latter may not necessarily be justified. Together, the established protocol
propertiesand the assumed propertiesimply that a certain set of threats cannot materialize. Fig-
ure 2 shows a set of reachable system states, and the subset of states in which established and
assumed propertieshold. Thissubset of statesiscontainedintheset of statesinwhichthethreats
are negated by the assumed and established properties.

2.2 EffectivenessAnalysis

Figure 3 illustrates the general approach to security effectiveness analysis. The figure shows
three types of arcs - straight, dashed, and bold, denoting property derivation, property depend-
encies and threat countermeasures, respectively.

System function properties (represented as boxes |abel ed Established Property 1 through k) are
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derived by analyzing the system functions at some level L (represented asthe oval in the cen-
ter of the figure) using logics (represented as ellipses labeled Logic 1 through ). The system
functions, as well as the logics used to derive the properties, make assumptions about the pro-
tocolsat level I. — 1 or lower (represented as the rectangle at the bottom of the figure). The
validity of derived results is checked by taking into account the property dependencies, and
the assumptions about the environment of operation. The properties so derived are analyzed
for their ability to invalidate a set of threats (represented as rectangles on theright). If the set
of threatsthat are rendered infeasible by the system properties (both established and assumed)
corresponds to those that are required to be countered by the system, then one can say that the
system is security effective. In figure 3, we note that the set of threatsthat are rendered infeas-
ible by assumed propertiesis digoint from the set of threats that are countered by properties
which are established using logics. Thisfollowsfrom the fact that if a property that countersa
threat is established, then it need not be assumed.

The correspondence between assumed/established properties and threats, however, is not ne-
cessarily one to one. Often, a threat property may be expressible as conjunctions and/or dis-
junctions of component threat properties. In order to counter the threat, the system must sup-
port propertieswhich are at least as strong as the negation of the threat property. For example,
athreat property may be of theform 7 = T, v T, v T;. If Properties of syssem = (—T})
A(=T,) A (=T3), then the system is said to be effective in resisting the threat 7.

2.3 An Example

Consider the threat of plaintext disclosure by cryptanaysis; i.e., amessage encrypted with key
K becomes known to a principal who does not have key K. Suppose that principalsin the sys-
tem can find the plaintext message contents without knowing the decryption key in only one of
the following ways, namely

T, Obtain the plaintext message from some other principa (i.e., the plaintext message is
leaked);

T, Obtain the ciphertext of a message and,
T, obtainthekey K from someprincipal inthe session (i.e., thekey isleaked), and use

it to decrypt the ciphertext message;

T, derivetheplaintext by conducting cryptographicanalysison some N, or moreknown
plaintext and ciphertext block pairs without possessing or deriving the key; or

T, derivethekey K fromthe ciphertext by conducting cryptographic analysis on some
N, or more plaintext and ciphertext block pairs encrypted with the key, and then
decrypt the ciphertext.

Threat T, typically can not be assumed away in open, distributed systems, since any principal
with access to the network can obtain ciphertext messages. However, this need not affect the
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effectiveness of the system, since other propertiesmay render the possession of ciphertext use-
less in finding the plaintext. For example, if the system is known to support the properties P;,
P,, P; and P, below, then threat 7', may not pose a problem.

P, Principalsmaintainthe secrecy of thekey and of the message contents(i.e., the principals
handling the encryption key and plaintext message do not use untrusted code).

P, The plaintext cannot be derived from the ciphertext without the key using the knowledge
of fewer than NV, plaintext-ciphertext block pairs.

P; Thekey K cannot be derived from the knowledge of lessthan NV, plaintext and ciphertext
block pairs.

P, Thelifetime of key K and encryption throughput are limited such that the total number
of plaintext and ciphertext block pairs generated using A~ isless than the minimum of N,
and N,.
The threat can be denoted as
T=[T'V(T:AN(T, VT, VTy))]
¢From the properties of the system, we can deduce that
Py = —(Th)
Py = (T,)
(P, APy) = —(Ty)
(Ps A Py) = —(T> ) Hence,
PLANP, NP3\ Py =
() A= (Ta) A~ (T2,) A= (T)

= ~(T)

3 Modeling Threats

To argue that properties of system functions counter properties of security threats, it isessential
to model system functions and threats. The invariants (P) obtained by analyzing the system
functionsimply that specific threat properties(7') areinfeasible(i.e.,, P = —T) if thefunctions
areimplemented correctly.

For example, the specification and verification of cryptographic protocols of [3] uses a state
transition model whose semantics allow the specification of system function propertiesas well
as properties of threats. In the formal policy model of [3], the notion of an intruder process
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formally models external threats. Intruder actions (i.e., security threats) are modeled as state
transformswhich can beinitiated by untrusted processes or intruder processes. The policy prop-
erties (P) are restrictions enforced on state transforms. If these restrictions are correctly en-
forced, the transformsthat describeintruder actionsare not permissible, and hence, thethreat(s)
dueto these “illegal” state transforms (i.e., which result in unsafe states) are countered.

An example of implicit threat modeling can be found in [13], where the properties of message
integrity intruder actions are axiomatized in relation to the design parameters of message integ-
rity protection mechanisms. This axiomatization aidsin comparing threat propertiesto those of
the message integrity protection goals.

4 Examplesof Protocol Dependencies

Inearlierwork [8], wenoted that thelogicsfor cryptographic protocol smust ensure that whenever
the required assumptions or policies are not satisfied by a protocol, the use of the logic’s in-
ference rules should fail to achieve desired, but unsupported, conclusions. In this section, we
provide examples of protocol analyses using afairly well understood logic [2] to illustrate the
consequence of disregarding property dependencies on specific cryptographic properties.

4.1 KerberoslV

In the analysis of the Kerberos protocol using [2], the protocol is shown to achieve its goal,
namely that of securely distributing session keys to the two parties A and B in the presence of
a hostile environment. At the end of the protocol, both parties are said to obtain “beliefs’ in
the origin of the key, namely the authentication server, and on the freshness of the key, meaning
that it has never been used prior to the session. However, the results derived are dependent on
the lifetime constraints of the long-term keys, and in particular, can be false if the number of
available plaintext and ciphertext pairs are not limited by limiting the lifetime of those keys.
We reproduce the smplified protocol description used in the analysis[2].

Protocol Description
1 A-S:AB
2.8 A:{T ,L,B,K {T,L,Kab,A}x, }r..
33A—= B:{T,L,K ,A}x,., {A,T }x,
4 B — A AT + 1}k,
Thenotation { M} denotes plaintext message M encrypted with key . 7' isatimestamp that

the server attachesto its messages. The analysis shows that at the end of the protocol run, both
A and B obtain beliefs about the source that generated thekey K , andthat K isakey that
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was not used prior to the start of the session [2]. Thisis represented as:

A believes A <Ki> B

B believes A & B.
The protocol, however, can be vulnerable to at least two types of attacks. For example,

1. If encryptionis performed using DES[7] (in Cipher Block Chaining mode since the text
exceeds one block), party A can use all 2°¢ values of keys K to encrypt known text
{T',L,K ,A}. Then Acancompareeach {7, L, K  A}xwith{T ,L, K ,A}g,,. If
they match, then A can concludethat K = K .

2. Party A can obtain known plaintext-ciphertext block pairsby repeatedly sending requests
to the authentication server S for akey to communicatewith B. If A can obtain sufficient
known plaintext-ciphertext block pairs, then A may exploit the knowledge of those pairs
and the DES function to derive the key K , since the only unknown component in the
encryption isthe key (the DES function itself is not a secret).

Thefirst attack can be countered by using confounding text within the encrypted text, hence de-
creasing the probability of successintheknown plaintext attack. However, the presence of con-
founding text cannot prevent the intruder from obtaining known plaintext and ciphertext block
pairsinthe second attack. Thisistrue because the presence of aconfounder in the plaintext only
affects its neighboring ciphertext block in Cipher Block Chaining mode [17]. However, from
the complexity of the encryption algorithm and the size of the block cipher (i.e., those of DESin
this case), alimit may be derived on NV, the number of known plaintext-ciphertext block pairs
required to uniquely determine the encryption key. If the protocol does not limit the lifetime
of the long-term key, K , such that the total number of plaintext-ciphertext block pairsisless
than NV, then the results derived using logics are not justifiable, since A could uniquely derive
K ,andsendakey K’ to B.

Whileit seemsessentia that thelifetimesof all long-term keys must be limited, the dependency
of message secrecy on their non-derivability from the plaintext-ciphertext pairs may not exist
inal protocols. For instance, the protocol proposed by Davis and Swick [4], and implemented
asthe ENC_TKT_IN_SKEY option of the Ticket Granting Server exchangein [14] eliminates
this dependency by using limited lifetime session keys instead of the long-term keys, thereby
reducing the amount of ciphertext that can be obtained using any onekey (viz., [12]). However,
that protocol still depends on the strength of the ticket-granting server’s long-term key; i.e,
Krgs. Thelifetime of this key can be limited appropriately.)

4.2 Needham-Schroeder Shared Key Protocol

The analysis of the Needham-Schroeder protocol [ 16] usingthe BAN logic[2] indicatesthat the
protocol fallsshort of itsgoals, namely that of distributing afresh sessonkey A to A and B,
andin particular, causing thetwo partiesto “ believe” that the key isfresh and was created by the
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right source (i.e., the authentication server). The smplified protocol descriptionisgiven below:

Protocol Description
1.A— S: A BN
25—+ A:{N .B,K {K ,Alg, }x..
3A— B:{K ,A}lx,,
4. B — A:{N }x,,
5 A— B:{N —1}x,

At the end of the protocol run, according to the analysis, party B does not have evidence to
believethat K* has been issued during the current session by the server, since the key is de-
livered to B in message 3, which has no component which B believes to be fresh. While this
result is reasonable, it does not necessarily mean that the protocol is vulnerable to replay at-
tacks, since B can ill verify whether A knows K by the handshake message exchange (i.e.,
messages 4 and 5). Replay of message 3 from a previous session would be successful only if
the party which replays the message has also compromised the expired sessonkey K, . ..

[5]. Replay of message 3 without the knowledge of K, .., would only allow the intruder
(say X) toobtain {N } Kabpompired” but would not enable X to reply with {N — 1} K, :

The ciphertext {N } Kobopirea) would not be of much useto X inderiving K., ..., ginée
the corresponding plaintext nonce N is unknown to X. The protocol itself does not produce
plaintext-ciphertext pairs for the session key. If suitable confounderswould be added to plain-
text and if the lifetime of the session keyswould be limited such that the maximum number of
known plaintext-ciphertext block pairs available becomes insufficient to derive an old session
key by cryptanalysisduring the (limited) lifetimeof thelong-termkey K, this protocol would
be less vulnerableto replay attacks. (Note that the Kerberos protocol, which was derived from
that of Needham and Schroeder’s, includes confounders and a mechanism to limit the lifetime

of session keys.)

The use of alogic in protocol analysis may inadvertently introduce assumptions about the un-
derlying system. For example, the analysis of the Kerberos and Needham-Schroeder protocols
above removes the first message from both protocols during the idealization step [2]. An as-
sumption is made that a separate means of establishing the freshness of the second message
exists [8]. For Kerberos, this assumption implies that (1) an authenticated source of time is
available to al parties prior to running the authentication protocol; and (2) party A has are-
play detection cache, and therefore has non-volatile memory, to verify the freshnessof 7' . As-
sumption (1) is unrealistic in most systems, and (2) is unnecessarily restrictive (e.g., Kerberos
is used with diskless workstations). For the Needham-Schroeder protocol, the assumption that
the second message is fresh implies that party A remembers al the nonces sent in message 1
and not received in message 2, during the lifetime of the shared long-term key K . Again,
thisis both unrealistic and unnecessarily restrictive (e.g., use of non-volatile memory becomes
necessary).
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4.3 Andrew Secure RPC Handshake

In this example, weillustrate a protocol that allows an attacker to force the reuse of an expired
session key, which is unknown to the attacker. The purpose of the attack is that of obtaining
plaintext-ciphertext pairs, which can lead to the eventual discovery and replay of that key.

The simplified protocol description[2] for the Andrew Secure RPC handshake is shown below.

Protocol Description
1. A= B:A{N }x.,
22B— A:{N +1,N }g,
3 A= B:{N 41}k,

4 B — A:{K' ,N'}x,

At the end of the protocol run, party A has no evidenceto believethat K/ has indeed origin-
ated from B, since A does not use any handshake messagesto verify whether B actually knows
K’ or not. Hence, an intruder may replay message 4 consisting of some session key which is
expired, and possibly make party A encrypt some message with K(’

expired)

Unlike the Needham-Schroeder protocol, this protocol is vulnerable to replays irrespective of
whether the expired key has been compromised or not. In addition, in the Needham-Schroeder
protocol, an intruder could not obtain known plaintext-ciphertext block pairsfor a session key
beyond a preset limit, if thislimit is specified and enforced within the underlying system (e.g.,
within the cryptographic facility [15]). In contrast, the Andrew Secure RPC Protocol permits
an intruder to obtain known plaintext-ciphertext pairs even beyond the limits set by the under-
lying system. For example, the fourth message can be repeatedly inserted by party B possibly
causing an unsuspecting party A to encrypt text with an expired session key K’ . Thus, unlike
the Needham-Schroeder protocol, this protocol may, in fact, aid the discovery and forced reuse
of the expired session key K’ by B.

Analyses using logics cannot distinguish between the properties of Needham-Schroeder and
Andrew-Secure RPC protocols. Thefirst protocol isshown to beweak becauseit doesnot result
in the belief B believes A £ B, and the second protocol is shown to be weak because
it does not yield A believes A &b B These examples, and the Kerberos IV example,
show that the nalyses cannot take into account the dependency (or lack thereof) of the protocol
properties on specific cryptographic properties (e.g., limited key lifetime) that may differ from
protocol to protocol.
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5 Dependency Graph

We have identified several property dependencies in cryptographic protocols. Figure 4 shows
a graph which has properties (or assumptions) as its vertices and arcs showing dependencies.
Cyclic dependenciesare not illustrated because their elimination isreasonably well-understood
[6]. The dependenciesshown hereareof twotypes- (policy) goal-specificand protocol-specific.
The first type of dependencies (shown with straight arcsin Figure 4) appears in the analysis of
all protocolsthat aim to establish specific (policy) goals (shown with dark ovals). The second
type of dependencies (shown with dashed arcs) appearsin the analysis of individual protocols,
and take into account specific protocol attributes (e.g., types of encryption keys used, message
freshness criteria, and so on). We briefly discuss both goal-specific and protocol -specific de-
pendencies shown in the graph of Figure 4. In the dependency graph, the leaf nodes should be
properties which can be related to actual design parameters (e.g., [13]).

We begin at the root of the dependency graph and proceed towards the leaves. The property
identity authentication using distributed session key or ticket is dependent on

1. Freshness of Session Key distributed: Without this property, an old (possibly comprom-
ised) session key could be used for encryption, and the authenticity of encrypted messages
cannot be ensured.

2. Message sender recognition: Thisisthe property by virtue of which the sender of ames-
sage can be held accountable for the contents of the message. Recognizing the sender’s
identity is necessary in authenticating specific messages (and their contents), since not all
parties are authorized to send all messages®.

3. Possession of Session Key only by trusted parties. If this property is not supported, the
source of an encrypted message cannot be identified with certainty.

The property Freshness of Distributed Session Key is established using
1. Nonce \erification Rule [2], and
2. Jurisdiction Rule[2].

Hence, the freshness of distributed session keys is dependent on the validity of these two rules.
In some protocols (e.g., [16]), freshness of session keys is also dependent on the fact that old
session keys are unbreakable.

In protocolswhich fail to establish the freshness of session keysand do not alow session mem-
bersto detect lack of key freshness using handshake messages (e.g., Andrew Secure RPC Pro-
tocol), the freshness of session key would depend on the lifetime restriction on the session key.

Possession of session keys only by trusted parties (i.e., confidentiality) can be ensured only if

1. the party which generates the session key has the authority to do so. Otherwise, the key
may be leaked to intruders by the entity (process or machine) which generates the key.

“4For instance, amessage which has a secret key or ticket may originate only from aticket granting server.
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2. encrypted message contents are secret among session members. Since session keys are
often encrypted with key encrypting keys, if secrecy of encrypted message contents can-
not be ensured, the confidentiality of the session key cannot be established.

3. session members are honest (i.e., they have only trusted code). Without this property,
confidentiality cannot be established.

In protocol swhichtransmit plaintext messages, confidentiality isdependent on whether responses
to plaintext messages are checked to see whether the plaintext was modified (e.g., [12]).

Thevalidity of the nonce verification rulein analyzing protocol message exchanges dependson
whether message freshness can be the basis for transforming beliefs of theform X believes Y
said Messageto X believesY believes Message, if X believesthat M essage has some con-
tents which are fresh. The validity of thisruleis aso dependent on the validity of the message
meaning rule in establishing the statement X believes Y said Message.

This rule has an inherent dependency on the method used to establish the freshness of message
contents. Freshness of entire messages can be inferred from the freshness of specific message
contentsonly if messageintegrity ispreserved. Hence, freshness of message contentsisdepend-
ent on message integrity. Message freshness may be established using (and hence, is dependent
on) one or more of

¢ Synchronous nature of clocks,
e Randomness of strings (nonces), or
¢ Monotonicity of timestamps.

Depending on the types of replay threats assumed, the establishment of message freshness may
have additional property dependencies[9]. In addition, in systems which permit the simultan-
eous generation of the same nonce in two or more sessions, the freshness of message contents
would depend on the fact that principalscan identify the source which generatesthe nonce (e.g.,
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an interleaved attack on the 1SO protocol in [1]).
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The validity of jurisdiction rule [2] in analyzing protocol messages is dependent on the

1. competence of the key generation source in generating random keys.
2. competence of the key generation source in preserving the secrecy of the key, and

3. themessage meaningrule, sincetheformer usesthelatter to establish the message source.

Message meaning rule[2] can be applied for theanalysis of protocol messagesonly if the sender
of the message can be identified. Without message sender recognition, statements of the form
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“X said Message” cannot be derived. Both nonce verification rule and jurisdiction rule are
use message meaning rule, and hence, are dependent on it.

Message sender recognition is valid only if message integrity is preserved. Without message
integrity, messages or parts thereof can be inserted or modified by intruders. In addition, de-
pending on the types of keys that are used by the protocol for encryption, message sender re-
cognition is aso dependent on the fact that

e Long-term keys are unbreakable or
e Current session-keys are unbreakable.

Secrecy of encrypted material is a property which can hold only if the following propertiesare
supported:

1. Message integrity: |If message integrity protection mechanisms guarantee detection of
message integrity compromises, then secrecy of messageswhich lack integrity may not be
aconcern. Unfortunately, this may not always be the case. For instance, in cipher-block
chaining, message portionsof known plai ntext-ciphertext pairs can be spliced together to
form new messages which pass checksum tests with high probability [17]. The contents
of such spliced messages are not secret. Hence, secrecy isafunction of whether integrity
is preserved or not.

2. Non-derivability of plaintext: from theknowledge of ciphertext, without knowing the en-
cryption key.

3. Honesty of session members. This property can be enforced by using only trusted soft-
ware on trusted hardware platforms.
Further, based on the types of keys used for encrypting messages, secrecy of encrypted material
is dependent on one or more of the following properties:
¢ Long-term keys are unbreakable.
¢ Session keys are unbreakable.
¢ Old session keys are unbreakable.
Message integrity depends on
1. verification of decryption keys. Without decryption key verification, one cannot distin-

guish between a message which has been decrypted with the wrong key, and a message
whose integrity is not preserved.

2. limited availability of plaintext-ciphertext pairs, since these can be used to compose (splice)
known ciphertext message portions to form new messages. The likelihood of successin
this attack is a non-decreasing function of the number of available plaintext-ciphertext
pairs.
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3. Sze of encryption key space, in protocols which use encryption for secrecy. If the en-
cryption key spaceissmall, an exhaustive search may have high rate of success, and may
comprise athreat to the integrity of messages.

Unbreakability of encryptionkeys(i.e., current session keys, long-termkeysor old session keys)
is dependent on the following properties:

1. Non-derivability of keys from ciphertext: This property is dependent on the size of the
encryption key space and the strength of the cryptosystem.

2. Honesty of session members, and

3. Possession Assumption: All other ways in which the key can be compromised are very
unlikely to succeed (e.g., accidentally chancing upon the right key.)

In addition, in protocols which generate plaintext-ciphertext pairs (e.g., Needham-Schroeder
Protocol generates plaintext-ciphertext pairs encrypted with long-term keys[16]), unbreakabil -
ity of these keys is aso dependent on non-derivability of keys from these pairs encrypted with
the corresponding keys made available by the protocol message exchanges.

Non-derivability of plaintext from ciphertext is dependent on non-derivability of the encryption
key from ciphertext. The latter property is dependent on the size of the encryption key. If the
key sizeissmall, this property cannot be supported, since an exhaustive search can be used to
deducetheright key (Notethat thisattack need not be dependent on the avail ability of plaintext-
ciphertext pairs. If the decryption algorithmis used on aciphertext block with all possible keys,
the ciphertext will decrypt properly only if theright key is used) with a high probability of suc-
Cess.

Non-derivability of encryption key from plaintext-ciphertext pairs made available by the pro-
tocol messages is dependent on the limited availability of such pairs, and on the established
minimum number of plaintext-ciphertext block pairs that are required to derive the key (e.g.,
[18]). Limited availability of ciphertext is dependent on the fact that the key lifetimeislimited,
and the rate of encryptionislimited.

6 Conclusions

To demonstrate the security effectiveness of cryptographic protocols, protocol properties must
be specified in terms of the threats that need to be countered and the properties of lower level
mechanisms that are assumed. The protocol properties derived using logics may then be val-
idated by analyzing whether the underlying properties are supported. To performthisanalysis,
property dependencies must be identified. Ignoring these dependencies can lead to erroneous
(false positive or false negative) conclusions. Once the properties established and assumed are
all validated, then their threat resistance features can be anayzed.
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In this paper, weillustrate the security effectiveness of cryptographic protocolswith respect to
some general cryptographic thresats; e.g., the availability of plaintext-ciphertext pairs to an at-
tacker. Deriving the dependency graph such as the one presented in this paper, is a necessary
step in analyzing the security effectiveness of cryptographic protocols. The dependency graph
may also be used to derive quantitative measures of security effectiveness based on the evalu-
ation levels of the leaf properties.

Security effectiveness analysis is intended to complement existing analysis methods to make
them useful in practice. The approach of evaluating the effectiveness of functions by property
abstraction, dependency analysis, and goal analysis (inthis case, threat resistance) is extensible
to the analysis of other system functions.
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