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Abstract

We propose an approach for reasoning about message integrity protection in cryptographic protocols.
The set of axioms presented herein relate design parameters and assumptions of message integrity pro-
tection mechanisms to generic message integrity threats. Comparison of threat properties derived using
these axiomswith the policy goalsfor integrity protection aidsin ng the strength (or lack thereof)
of message integrity protection mechanisms. We provide examplesto illustrate the use of our approach
in examining the weaknesses of message integrity protection mechanisms, and also in suggesting modi-
ficationsin their design parameters.

Categories and Subject Descriptors: C.2.4 [Computer-Communication Networks):
Genera - Security and Protection, Distributed Systems; D.4.6 [Operating Systems]: Security and Protection -
cryptographic controls; E.3 [Data]: Data Encryption.

Key Words and Phrases: Message integrity, integrity threshold, effective threshold, block membership, order,
cardinality, plaintext, ciphertext.

1 Introduction

Cryptographicprotocols, and in particul ar, authentication protocol s, rely on message integrity protection. However,
mechanisms for protecting message integrity have been shown to be error-prone ([3], [4], [14], [18], [20]). Past
studies of message integrity have focused primarily on finding attack scenarios in message integrity protection
mechanisms, suggesting solutionsto eliminate vulnerabilities, and proposing new a gorithms for message integ-
rity protection [2], [3], [4], [5], [14], [15], [18], [21]. Recently, an operationa model for message integrity, and
a genera method for designing message integrity protection mechanisms was aso proposed [21]. However, to
date, analysis of message integrity protection mechanisms has been donein an ad-hoc manner. A method which
considersthetypes of threats that the environment isexposed to and anal yzes protection mechanisms to determine
whether they achieve their goals® has not been proposed. An analysis method that rel ates design attributesand as-
sumptions of message integrity protection mechanisms to message integrity goalsis useful in (1) analyzing extant
protection mechanisms for their threat resistance properties, (2) designing new protection mechanisms, and (3) to
help gain insight into properties of message integrity protection mechanisms.

In this paper, we propose a set of axioms which model the threats to message integrity in a given environment.
These axioms relate the design parameters and assumptions of message integrity protection mechanisms to gen-
eric message integrity threats. Comparison of threat properties derived using these axioms with policy goals for
integrity protection allows one to assess the strength (or lack thereof) of protection mechanisms. The analysis of
protection mechanisms using our axioms has shown that some of the previously flawed mechanisms [18], [19],
[20] do not achieve their policy goads. The analysisof protection mechanisms has also suggested modificationsin
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their design parameters to remove existing vulnerabilities. Although the axioms presented herein mainly concern
shared key cryptosystems, this reasoning can be extended to public-key cryptosystems (i.e., those that use RSA
scheme [17] or variants thereof) as well. We provide some guidelines on how this may be donein Appendix A.

In our model of computation (section 2), we assume that messages are broken up into bl ocksand that the encryption
algorithm is applied to each of these blocks. Hence, the axioms presented herein refer to block enciphering, and
cannot be applied to stream encryption. The axioms presented herein model the threats assumed in our model.
Hence, these axioms are applicable in analyzing message integrity protection mechanisms only against the types
of threats assumed in our model.

The ba ance of thispaper isorganized as follows. Inthe next section, we briefly discuss our model of computation
and introduce the notation that we use to reason about message integrity. In section 3 we briefly list some of our
assumptionsabout the operating environment. In section 5, we discusstheintuitionbehind theaxiomswhich relate
design parameters and assumptionsto the goa sof protection mechanisms. Weusetheaxiomstoanalyze some well
known (flawed) protection mechani sms and show how the analysis suggests achangein design parametersin order
to achieve the specified message integrity goals.

2 Modéd of Computation

Our model of computation is derived from the operational model for message integrity of [19]. This model con-
sists of a set of principas (e.g., users, processes or machines), a distinguished principa (X) called the attacker
and an open network consisting of buffers to/from which messages are sent/received by all principals, including
X . Messages sent over the network may or may not be encrypted, depending on whether their application requires
confidentiality or not. Encryption a gorithmsuse keys (random numbers) as arguments, and when applied to plain-
text, produce ciphertext.

The plaintext message is broken up by the encryption a gorithm into a sequence of blocks and the encryption al-
gorithmis applied to each of those blocks. At the receiving end, the ciphertext blocks are decrypted to obtain the
original message. If the plaintext message is viewed as an ordered set of plaintext blocks, then the integrity of a
received message is said to be preserved if the received (decrypted) message contains al (and only) the plaintext
message blocksthat are sent, in the proper order (asintended by the sender). In the terminology of [18], these set
properties are called membership (M), order (O), and cardinality (C). The M, O and C properties of plaintext
messages are mapped onto checksum functions. We refer to these functionscollectively as“MOC” functions, and
the checksums that they compute over all message blocks, as MOC-values.

The goal of an attacker is to construct a valid message representation (i.e., a message representation which de-
crypts properly and passes the message integrity checks at the receiving end). The goa of the system isto pre-
serve message integrity by keeping the probability of asuccessful message integrity compromise bel ow aspecified
threshold. The attacker is capable of recording all message exchanges that occur over the network. Further, the
attacker can distinguish between ciphertext blocksthat are encrypted with two different keys, without necessarily
knowing either key. Thisis areasonable assumption, since the knowledge of the session identifier of amessageis
often indicative of the use of a (particul ar type of) key.

Whenever akey which isused as an argument in afunction (e.g., encryption key in encryption) is not assumed to
be secret, the attacker isassumed to know the value of the key with certainty. Otherwise (if the key is secret), the
attacker can only guess the value of the key randomly from the space of the key. If arandom key which is secret
isused as an argument in the domain of the encryption function the ciphertext can be predicted with avery small
probability by X, giventhat X has chosen the plaintext values.

To construct a valid message representation, theintruder must find (1) the matching encrypted MOC vauefor the
plaintext message or a plaintext message for an encrypted MOC vaue, and (2) find the ciphertext corresponding
to the plaintext that has the proper MOC value. The second objective may not be relevant in cryptographic proto-
cols using public-key cryptosystems (i.e., those using the RSA scheme [17] or variants thereof), since finding the
ciphertext for plaintext amounts to finding the encryption key which is publicly known.
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In cryptographic protocol s using conventional (shared-key) cryptosystems, the attacker can find the ciphertext for
a plaintext message in three ways, namely, by (1) finding the encryption key, (2) by matching the plaintext with
the plaintext blocks for which the corresponding ciphertext blocks are known (i.e., by collecting known plaintext-
ciphertext block pairs), and (3) by using the knowledge of domain-range pairs of the encryption function (i.e.,
plaintext-ciphertext pairs) to make a“ calculated guess’ of the ciphertext representation.

The attacker can find the encrypted MOC value for a plaintext message in two ways: (1) by finding both the en-
cryption key and MOC function key, or (2) by using the knowledge of the plaintext message and MOC vaue pairs
to make a cal culated guess of the encrypted MOC value. An attacker can find a plai ntext message for a given en-
crypted MOC vaue in three ways: (1) by finding the encryption key and the MOC function key, (2) by using the
knowledge of the plaintext and MOC value pairs in addition to the many to one mapping from the plaintext mes-
sages to the MOC values?, and (3) by using the knowledge of the plaintext-ciphertext block pairs to construct a
plaintext message for an encrypted MOC value.

The attacker action using known plaintext-ciphertext block pairsis made less effective by using random blocksin
the domain of the encryption and MOC functions, in addition to the keys. These random blocks are commonly
referred to as confounders. In addition, some encryption algorithms use an initia permutation of the plaintext
blocks before encrypting them. The permutation is often referred to as an Initialization Vector, (1V). We model
the use of confoundersand Initialization Vectors (1V's) collectively, and call them confoundingtext. The effect of
adding themisto multiply the (range) space of the ciphertext message representation for agiven plaintext message
(domain) by the space of the confounding block(s). However, the effect of adding confounding componentsto the
domain of the MOC function on the resulting MOC space is not as straight forward. This is because the size of
the MOC block is fixed, and in the worst case, for any message, the MOC value can be randomly guessed with
probability of success at least equal to the reciprocal of the MOC block space. We discuss this case in greater
detail in our axioms.

2.1 Notation and Definitions

Run: An epoch duringwhich aset of principa s(e.g., users, machines or programs) share acommunication chan-
nel (e.g., aset of cryptographic keys) to exchange information. In particular, the principal swhich particip-
ate in thistype of communication, and the messages that they send/receive thereby, are said to “belong” to
therun.

X : A principa which does not belong to the session (i.e., an illegitimate member of the session, or an attacker).

P;: A plaintext block (with index i denoting its position in the message), the size of which is a constant defined
in the cryptographic protocol .

P/: A modified plaintext block. P/ istheresult of applying some function on P;; e.g., in Cipher-Block-Chaining,
the modified plaintext block is obtained by Exclusive-OR-ing the plaintext block with the previous cipher-
text block.

{P/}irey: Ciphertext block obtained by encrypting amodified plaintext block P/ using the encryption key (tkey).
In the case of unencrypted messages (i.e., tkey isnull) { P} }ixey = P;.

MOC(mkey, M): Membership, order and cardinality value computed over message M (consisting of a set of b
plaintext or ciphertext blocks), using the MOC function key (mkey). The MOC function key refersto the
key used as an argument by the function to compute the checksum.

X has(n,tkey): Principal X hasn uniqueplaintext and ciphertext block pairsencrypted withtkey. Inparticular,
X can have aplaintext-ciphertext pair either by encrypting known plaintext, or by decrypting a ciphertext,
or by observing ciphertext messages whose (plaintext) contents are known.

X has (m:;izy) : Principal X hasm unique (plaintext) messages and their corresponding MOC-val ues computed

with mkey, and (optionally,) encrypted with tkey. X can have plaintext message and encrypted MOC-
value pairs either by sending/receiving known messages and observing the encrypted MOC-values, or by

4Given any message, the probability that its MOC value is equal to some C' is at least equal to the reciprocal
of theMOC space.
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observing ciphertext messages whose plai ntext contents areknown, and noting their encrypted MOC-val ues.
In cryptographic protocol sthat do not encrypt the moc-function values, thetkey istreated as aknown con-
stant (say zero), and thetkey space is unity.

X finds F': Principd X findsinformation F', either by deriving F' from the information it possesses or by ran-
domly guessing F'.

X finds F for G: Principal P finds F' such that F' matches G in accordance with some matching criteria. In our
axioms, G and F' are used to denote either a plaintext and its corresponding ciphertext, or atext string and
itscorresponding MOC value (or vice-versa), or aplaintext and its corresponding confounded text (formed
by aninitial permutation or by the addition of a confounding block).

Secret(F, Run): Information F'issecret inthe Run. In particular, members of the session who legitimately share
F are assumed not to reveal F' to anyone outside of the Run.

|F|: Thenumber of dl possiblevaluesthat ' can teke; i.e., size of the space of F.
Tr : Thethresholdof F'. Thisisdefined as the reciproca of the space of F'.

Tirey: Thereciproca of the space of the encryption key. In the case of an plaintext message, the key isnull, and
the key space is unity.

Tmkey: Thereciproca of the MOC key space. In the case of un-keyed MOC function, the mkey isnull, and the
mkey spaceisunity.

Thock: Thereciproca of the ciphertext block space.
Tmoc: Thereciprocal of the MOC block space.
Teong: Thereciproca of the confounder block space.
Tint: The policy threshold for message integrity.

[(P',{P'}irey)| - Thenumber of all possible(modified) plaintext and ciphertext block pairsthat can be generated
using thetkey.

ETr The effective threshold of F'. Thisisdefined to bethe reciprocal of the effective search space of F if Fisa
secret and F' has been used as an argument in some function n times. In particular, if thethreshold of F is
Tr, then the effective threshold

ETF = #F(n),

whereo(n) > 0iffn > 0,and o(n + 1) > o(n) if n > 0. Intuitively, #(n) is ameasure of the amount
of information that the knowledge of n domain-range pairs of a function which uses F' as an argument
providesin “guessing” F'. When n equalsthe size of the space of the domain-range pairs, £17'r equals 1.

ETirey The effective encryption key threshold if tkey is assumed to be a secret and the tkey has been used n
timesin plaintext block encryption.
Enkey = 173§E,yl)y
whered(n) > 0iffn > 0,andd(n + 1) > d(n) if n > 0.
Intuitively, §(n) is a measure of the amount of information that the knowledge of n plaintext-ciphertext
block pairs providesin “guessing” tkey.

ETmkey The effective MOC key threshold if mkey is asecret and has been used m times in message checksum

computation.
ETm,k‘sy = 1{?%;%;

where ¢(m) > 0iff m > 0,and ¢(m + 1) > ¢(m) if m > 0.

Intuitively, ¢(m) isameasure of the amount of information that the knowledge of m message-MOC-vaue
pairsprovidesin “guessing” mkey.
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ETy.cr The effective ciphertext block threshold after n plaintext and ciphertext pairs have been generated.
EThock = {22k,
wheree(n) > 0iff n > 0,ande(n+ 1) > €(n) if n > 0.

Intuitively, e(n) is a measure of the amount of information that the knowledge of n plaintext-ciphertext
block pairs providesin “guessing” the ciphertext block for a given plaintext block.

ETme. Theeffective MOC block threshold after m message and encrypted MOC-val ue pairshave been generated.

where x(m) > 0iff m > 0and x(m + 1) > x(m) if m > 0.

Intuitively, x (m) isameasure of the amount of information that the knowledge of m plaintext message and
MOC-value pairs providesin “guessing” the MOC-value for a given plaintext message.

ET,.mo. TheeffectiveMOC block threshold after m message and encrypted MOC-va uepairshave been generated
in message types which use confounders.

=_ Twmoe
ETemoc = T=x(m)XTeons’

where x(m) > 0iff m > 0 and xy(m + 1) > x(m) it m > 0.
Intuitively, x (m) isameasure of the amount of information that the knowledge of m plaintext message and
MOC-value pairs providesin “guessing” the MOC-value for a given plaintext message.

ET,.iy The probability of success in finding a given plaintext-ciphertext pair among n such pairs.

If the number of al possible pairsis|( P’, { P'}ixey)|, and the number of pairsthat have already been gen-
erated is n, then, assuming a uniform distribution of blocks,

o= ()
ETpuir = [(PT{P Fikey)| "

In the analysis presented in this paper, effective thresholds are used for establishing that if E7Tr is afunction of
n (the number of available domain-range pairs of afunction), then ETr > TF for n > 0. In other words, the
effective threshold islarger than the real threshold for non-zero values of n. Further, £7},,;» isuseful in deriving
alimit on the number of pairsthat can be generated. We will discuss thisin some detail in section 5.

3 Environment Assumptions

In reasoning about message integrity protection mechanisms, we make several assumptions about the operating
environment and about the properties of the underlying system functions. We refer to these assumptions coll ect-
ively as the environment assumptions. The axioms that we present, and hence, the results derived using them are
based on these assumptions.

e Theencryption/decryptionfunctionsof block ciphersbreak aplaintext message M intob blocks Py, Ps, ..., Py
and apply a specific function which transforms the b plaintext blocks into Py, Ps, ..., P/, (9., in cipher-
block chaining, P/ isafunctionof P; and { P;_, }:x.,) and encipher each block with the same key; i.e.,

{M}tkﬁy = {P1a (RS} Pb}tk‘ey = {Pll}tk'ey; {P‘zl}tk'ey; (LY} {Pé}tkﬁy

¢ Theblock sizeof thecipher isaconstant defined in thedesign of the protection mechanism. Pair (P’, { P’} ikey)
denotes the modified plaintext P’ and its corresponding ciphertext block { P’} +1.,. Whilethe correlation
between aplaintext block P and its corresponding ciphertext block { P’} ., cannot necessarily be determ-
ined, thereis aone-to-one mapping between amodified plaintext block P’ and its corresponding ciphertext
block { P'};key. INtherest of the paper, werefer to modified plaintext and ciphertext block pairssimply as
plaintext-ciphertext block pairs.

¢ |n message types which do not use checksums, to construct a ciphertext representation for the plaintext
message P, Ps, ..., P», X must find the modified plaintext® P/, P, ..., P/, and

5The modified plaintext blocks are a function of the plaintext blocks, and may not always be determined with
certainty from the knowledge of the plaintext blocks.
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— encrypt each modified block withtkey to produce the ciphertext representation, or

— find the corresponding ciphertext blocks { P }tkey, { Ps}tkeys -y 1 Pi}tkey, from among the known
plaintext and ciphertext block pairs.

Possession of plaintext blocks Py, P, ..., P, does not necessarily alow X to find the modified plaintext
blocks P{, Ps, ..., P{ with certainty. However, there are examples ([18]) where it is possible to obtain P/
from P; with certainty (e.g., al cryptographic protocolswhich use DES-CBC [6] encryption mode).

In message typeswhich use checksums, theMOC functioniscomputed over theentire message (a | blocks),

and may beencrypted withthetkey. Insuch message types, the possession of ciphertext blocks{ P{ }¢xey, ... { P }tkey
corresponding to plaintext blocks Py, ..., P, doesnot allow X to construct a valid message representation

unless he can aso find the corresponding modified MOC value { M OC(mkey, (P1,Ps,...,Ps))" }1key fOr

the plaintext message Py, Ps, ..., P,. The valid message representation isidedlized as:

{P]}tkey, { Pattkeys - { Pitthey {MOC (mkey, (P1, P2, ..., Pb)) }tkey-

Note that the placement of the MOC block in the message representation isafunction of the message type,
andisnot consideredin thisanalysis. The probability withwhich X can find avalid message representation
{M'}tkey = {P1,Pa,...,Py, MOC (mkey, M') }11ey IS less than or equd to the probability of finding the
ciphertext blocks { P1 }txey, { P2 }ikey, -y {Po}they and themoc-value { M OC (mkey, M) }ikey-

The encryption and checksum (MOC) functionsare common knowledge. The only unknown argumentsin
these functions are the keys that they use.

In any collection of modified plaintext and ciphertext block pairs, modified plaintext blocks occur with
uniform probability. Thisassumption isused to derive the probability of finding amodified plaintext block
and its corresponding ciphertext block in a group of plaintext-ciphertext block pairs. In examples where
some blocks are more probabl e than others, thisassumption can berelaxed to giveamoredetailed andysis.

At any given instance in the run, the number of al possible vaid message representations using a tkey,
mkey pair ismuch larger than the number of valid message representations that are generated during the
lifetime of these keys. In particular, the ratio of the maximum number of messages generated to the total
number of possible messages is smaller than 77;,,;.

Legitimate principals maintain the privacy of the secret components of the keys that they possess.

The encryption key, moc-key and confounding blocks are chosen at random from their candidate spaces.

Preliminary Observations

The number of al possible (modified) plaintext-ciphertext block pairsthat can be generated using thetkey
isnot larger than the number of all possiblevaluesthat aciphertext block can take. Whilethislimitisquite
obvious, it issignificant because theinequality al so supports propertiesof cryptographic protocolsin which
not al (modified) plaintext and ciphertext block pairs can exist, since some plaintext message blocks are
not considered valid.

The number of al possible message representations and their corresponding MOC-values is much larger

than the number of al possibleval uesthat amoc-block cantake. Thisisbecause themessage may consist of

severa blocks(which can be permuted) and each block can have |block | values. For instance, if weconsider
amessage containing 5 or moreblocks, where each block is64 bitsin length, thespace | M, { M OC (mkey, M)} tey|
would be much larger than 22°6, which isthe space of the largest MOC block used in practice.

In thisanalysis, we do not consider the vulnerabilities due to replay of old messages. This type of threat
does not compromise message integrity of individual messages. However, our approach can be used to
analyze message integrity attacks that are due to the use of old message contents (or blocks) to construct
new messages.
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4 Axioms

We present a set of axioms which relate message integrity protection mechanism design parameters and assump-
tionsto the message integrity goals. The axiomsfollow from our model of computation and environment assump-
tions. Hence, the axioms derive message integrity propertiesin the context of the set of threats that are assumed
within our model of computation.

4.1 Secrecy

This axiom states that if F' is some information that is assumed to be secret throughout the session run, then a
principa X can find F' with probability lessthan or equd to E7T'r.

Secret(F, Run) = Prob[X finds F] < ETp

A Secret(F, Run) = Prob[X finds F] = 1

where E'Tr isthe effective threshold of F' (section 1).

That is, if F' isassumed to be a secret, then the choice of F' by some principal X is uniformly random in the
“effective” space of F. If F isnot a secret, then it can be found with certainty by the intruder X. We use this
axiom in the analysis of protection mechanisms to define the probability with which keys can be predicted. If a
key isassumed to be secret, we define the probability withwhich X findsthekey to beat most equal tothe effective
threshold of the key. In the application of this axiom, unkeyed functions (e.g., unkeyed MOC) are considered to
be equivaent to keyed functionswhich use known constants as their keys. Thisis because in both these types of
functions, the vaue of the range can be predicted with certainty for a given domain, if the function does not add
any unknown component to itsdomain. In such mechanisms, the key can be found with certainty.

4.2 Finding a Ciphertext Representation for a Given Plaintext

In this axiom, we compare the three search processes using which X may be able to find a matching ciphertext
representation { M },., for agiven message M = Pi, .., P,.

X has (n,tkey); Prob[X finds tkey] =S
P?"Ob[X finds{M}mﬁy for M] < maa}(S, (ETpair)b, (ETbl(,ck)b)

As:

wheren < |(P’, {P'}ikey)|, and b is the number of blocksin message M. If tkey isasecret, S'is ETiy.,. Oth-
erwise, S is1. By definition, ET,,;, isthe probability of finding agiven plaintext-ciphertext pair among n pairs.
Theintruder would requireb such pairs, each of whichwould haveto be searched independently. Hence, we obtain
the second term (ET},,;,)®. By definition, ET,.x isthe effective threshold of a ciphertext block. The intruder
would need b such blocksto compose a message. Hence, the term (ETyiock )’

The probability with which X finds { M },., for agiven M isat most as large as the maximum of these three
probabilities(i.e., the onewhich ismost likely to be successful). In thisaxiom, we do not take into consideration
the probability with which X can also find a matching checksum for the plaintext (We describe this in another
axiom, namely, As). Inthe anaysisof message integrity protection mechanisms, we use thisaxiomin conjunction
with the property that the ciphertext block space is no smaller than the plaintext-ciphertext block pair space. That
is, ETpqir isgreater than (n + 1) x Tyoer . IN thisaxiom, we do not take into account any confounding text that
thelayer may add to the domain of the encryptionfunction. Thisomissionisintentional, since we treat thisfeature
separately inaxiom A .
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Aninteresting result of axiom A isthat if (E7T}air)° > Tine OF if (ETbioek)® > Tine then Prob[ X finds {M }ixey
for M]isnotlimitedby T;,.. Fromthedefinitionsof theseeffectivethresholds, itfollowsthatif n > |(P’, { P'}ikey)| ¥
(Tmt)% orife(n) >1— ;““k then Prob[ X finds { M };x.y for M] isnot limited by 7;,;. Thisisinteresting

because we can define a Ilfétl me restriction on the tkey based on this condition. From our observation that the
ciphertext bI ock space is larger than the plaintext and ciphertext block pair space, thisresult aso impliesthat if

n > E ;:zt)k) , then Prob[ X finds { M };x., for AM] isnot limited by T;,,;.

4.3 Checking the Validity of Messages

In thisaxiom, we describe the process by which X may find either the MOC-valuefor a given plaintext message,
or a plaintext message that correspondsto a given MOC-va ue.

X has(mee') ; X has (n, they);
Prob[ X findstkey] = S; Prob[ X findsmkey] =T
Probl X finds {MOC (mkey, M)} they for M] < maz(S x T, ETpoc)

Prob[X finds M for {MOC (mkey, M) }tkey] < maz(S x T, ETmoc, (EThiock)")

As:

That is, if principa X has m pairs of plaintext messages M and their corresponding MOC val ues computed with
key mkey and encrypted withtkey, and X has n plaintext-ciphertext block pairs, then the probability with which

X findstkey isS, and the probability withwhich X findsmkey isT', then X canfind { M OC (mkey, M)} k., for

M withprobability lessthan or equa tothemaximumof Sx 7', and ET ... X canfind M for { M OC (mkey, M) }1rey
with a probability which is not greater than the maximum of S x T', ET e, and (EThiocx)°.

The reasoning behind thisaxiomis similar to that of A;. X may be ableto find the MOC-vd ue corresponding to
agiventext in two ways, namely:

1. By finding both the mkey (inthe case of akeyed MOC function) and thetkey (in the case of an encrypted
MOC-value), The probability of thisis S x T if tkey and mkey are unrelated. In some cryptographic
protocols, thismay not bethecase, asmkey andtkey may beidentica (e.g., KerberosV4), or thediscovery
of tkey may aid in finding mkey.

2. By computing a MOC-value for the message M using the knowledge of the m message and MOC-vaue
pairs. X can find the MOC-val uefor the message by searching the effective moc-block space. This search
succeeds with probability ET,, e

X may be ableto find the plaintext for a given (possibly encrypted) MOC-vaue in three ways, namely

1. By finding both mkey and tkey, and using the knowledge of the moc-function to construct a message M
which hasthe required MOC-vaue. The probability of thisisat most S x 1" (discussed above).

2. By making use of the many to one mapping from messages to MOC-values. Since any given message hasa
particular MOC-va ue with probability T;,,,., the probability with which any chosen message M will have
the MOC-value { M OC(mkey, M)} 1.y, given that X has m message and MOC-value pairsis a most
equd to ET,,,., the effective moc threshold (in this axiom, non-existence of a confounder is assumed),
using the same arguments as before.

3. Lastly, X can choose a plaintext message representation M by randomly choosing b blocks to match the
message by searching the effective block space. Using the environment assumption we have that the prob-
ability of success in thistype of search is limited by the effective block threshol d.
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The probability of finding { A OC (mkey, M) }+xey for agiven M (or vice-versa) is a most as large as the max-
imum of the probability of success in the corresponding search options. In thisaxiom, likein A 5, we assume that
the MOC function does not add any confounding text to thetext A1.

Thisassumptionwill berelaxedinAy and As. ETpmoc > Tint OF (ETbiock)® > Tint then Prob[ X finds {M OC (mkey, M)} ey
for M] or Prob[X finds M for {MOC (mkey,M)}ike,] ae not limited by 7;,,. From the definitions of the
effective thresholds, thisimpliesthat if x(m) > (1 — Zz==) or ¢(n) > 1 — (;— then the Prob[ X finds

b

{MOC (mkey, M) }igey for M] or Prob[ X finds M for {MOC (mkey, M)}tkeyf%\re not limited by T;,:.

4.4 Confounding the Domain of Encryption Function

In practice, encryption and MOC functions can add confounding text to their domain in order to counter known
plaintext attacks. Inthe previousaxioms (A, and As), we have not taken into consideration the effect of confound-
ing text on the probability of the success of attacker actions. In thisaxiom, we take thisinto account and relate the
probabilitiesthat ensue due to adding a confounding component to the domain of an encryption function. The ef-
fect isto multiply the search space as derived in the previousaxioms (A » and As) by a constant factor, namely the
search space of the confounding text.

Prob[ X finds {M'};e, for M'] < Prob[ X finds {M }igey for M] < W
Ay Prob[X finds M’ for M] < Teony
Prob[ X finds {M'}ipey for M] < W X Toony

where W = max(S, (ETyair)®, (EThiock)?), isderived using axioms A,. S isthe probability withwhich tkey is
compromised. ET,q;r and ETy,cr are defined in section 2.1.

That is, if the probability with which X finds { M'},., for M’ isnot greater than the probability with which X
finds { M };1y for M, whichin turnis not greater than 17, and if A/’ is obtained from A7 by the application of
some layer function (i.e., a confounding function) with a range space of ﬁ then the probability with which X

finds { M'} k., for M islessthan or equal to the product of W and Teon .

The rationale behind this axiom is the following: We treat [X finds {M'};x.,for M] as the simultaneous oc-
curence of two events, namely (1) [X finds M’ for M], and (2) [X finds { M}y, for M']. If X findsboth these
matching pairs, X can find { M}y, for M. The probability of this joint occurence would then be equal to the
product of their individual probabilities. The probability with which X finds A/’ for M isat most equal to T:.o ¢
Thejoint probability of theevents (1) and (2) aboveisat most W x Ton . Thestatement Prob[ X finds{M'}ixey
for M'] < Prob[X finds {M }4x., for M] holds for any message type in which the space of M’ is not smaller
than the space of M. Sincethisisawaysthe case, wedo not explicitly writethisas an assumptionin our anaysis.
The reason for including thisin our axiom isto allow the reader to understand the implication.

4.5 Confounding the Domain of MOC Function

In thisaxiom, we describe the effect of adding a confounding component to the domain of the MOC function.
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Prob[ X finds {MOC (mkey, M') }1xey for M'] <
Prob[ X finds {MOC (mkey, M) }irey for M] < 7Zy;
Prob[ X finds M’ for {MOC (mkey, M')}1gey] <
As: Prob[ X finds M for {MOC (mkey, M) }ikey] < Zo;
Prob[ X finds M’ for M ] = Prob[X finds M for M'] < Teon
Prob[ X finds {MOC (mkey, M") }key for M1 < maz(Z; X Teont, ETemoc)
Prob[ X finds M for {MOC (mkey, M')}ikey ] < max(Zs x Teont, FTemoc)

where 7, = max (S x T, ET o), and

ZQ = TTL(I:L‘(S X T, ETmoc; (ETblock)b)
are derived using axiom Az. S and 7" are the probability with which X can find tkey and mkey respectively.
Teongs ETmoc and ET,,,,. aredefined in section 2.1.

That is, if

o theprobability withwhich X finds { M OC'(mkey, M') }+1., for M’ isnot greater than the probability with
which X finds { M OC (mkey, M) }¢xey for M, which inturnis not greater than Z; (Z; isderived using
axiom Aj),

o theprobability withwhich X finds M’ for { M OC (mkey, M')};r., isnot greater than the probability with
which X finds M for { M OC (mkey, M)}1ey, Which inturnis not greater than 7, (7 isderived using
axiom Az), and

o the probability with which X finds M’ (which isthe confounded version of M) for M isat most T¢on ¢,

then the probability withwhich X finds { M OC'(mkey, M')};., for M isa most equal to the maximum of two
quantities 77 x Teony and ETep,,.. Thereasoning about theterm 7, x 7., issimilar to that of A,. The second
term, which is the effective moc threshold is not a linear function of 7., ;. This term represents the “cal cul ated”
choice of the MOC-value for a given message from the knowledge of the m message and MOC-vaue pairs. The
presence of a confounder with alarge space (and hence, asmall 7., ¢) has the effect of bringing the effective moc
threshold closeto 7,,,.. The statements (1) and (2) above are truein any message type in which the space of M’
is not less than the space of M. These statements are included in the axioms to enable the reader to understand
theimplication. The probability of finding A for agiven { M OC (mkey, M")};1., islimited by the maximum of
two quantities Z5 x T..on ¢, and ET,,,,.. Thereasoning hereissimilar.

An important consequence of axioms A, through A isthat if X has (n,tkey) where n isnot zero, and if ¢, ¢
is 1, then X can mount a verifiable plaintext attack, subject to X's ability to find a suitable MOC-vaue. If n is
equal to the plaintext-ciphertext pair space, and if T, ¢ iSone, then X can mount achosen plaintext attack, again,
subject to the same moc-constraint. If, however, X has known plaintext-ciphertext pairs(n > 0), and T, ¢ isless
than one, then possession of known pairs does not allow X to mount known or chosen plaintext attacks. Attacks
in this case would be probabilistic in nature. The same reasoning holds for text and MOC vaue pairs (i.e., when
X has (m;’;’;ﬁzy)). Attacks using the vulnerability of the moc function would be successful, subject to the ability

of X to compromise the encryption scheme, if one is used.

5 Goalsof Analysis

Message integrity is said to be established if the probability with which X (who is assumed not to have the en-
cryption key) can find a suitable ciphertext representation for a given message, isless than the assumed integrity
threshold. Thisisstated below asgoal [G;]. Inaddition, message typeswhich make use of checksumsfor detection
of modification of messages may want to ensurethat X can neither compute achecksum for agiven message [G-],
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nor find a message corresponding to a given checksum [G3] with a probability that is greater than the threshold.

Prob[X finds {M'}ikey fOr M] < Tint commoeemessseernssoeene [Gi]
Prob X finds {MOC (mkey, M) }ixoy TOr M] < Tint v [G»]
Prob[X finds M for {MOC (mkey, M')}ikey] < Tint oo [Gs]

Definition: A cryptographic protocol is said to satisfy messageintegrity conditionsif it satisfiesthe condition [G;
V (G A Gs)].

The condition G, impliesthat X can not find the ciphertext { M ‘}., corresponding to plaintext A/ with aprob-

ability greater than 7;,:. G, impliesthat no attacker X can find a { MOC(mkey,

M’) }ixey fOr some M withaprobability greater thanT;,;, and G impliesthat X cannot finda i/’ for { M OC (mkey, M') }tkey
with aprobability greater than 7;,,:. Here, M’ denotes the message string that is obtained when the layer function

for encryption and MOC-value computation adds some unknown component to A/. This confounding text is as-

sumed to be chosen at random from a uniform space of size 7! #- If thereisno such unknown component in M,

then M’ = M.

M echanisms which use only the properties of encryption algorithmto enforce message i ntegrity protectionwithout
having any redundancy (using checksums) may aim to achieve only goa G;. Goal G; may be relevant only to
cryptographi ¢ protocol swhich use encryption for preserving secrecy. In cryptographic protocol swhich do not use
encryptionfor secrecy (i.e., use non-confidentia messages), G wouldreduceto Prob[ X finds M’ for M] < T,
Thisis precisaly the definition of confounding text. Hence, cryptographic protocols which do not use encryption
would need to use confoundersin the domain to achieve goa G;.

5.1 LifetimeConstraintson the Encryption Key

The goals of message integrity analysis trand ate to lifetime constrai nts on the encryption key, since the ease with
which an attacker can find the tkey, or construct the ciphertext representation by having known plaintext and
ciphertext block pairsincreases with the lifetimeof the key for afixed encryption rate and computational resources
available to the attacker. In this section, we briefly discuss the interpretation of the goals of integrity analysisin
terms of lifetime constraints of thetkey.

e InaxiomsA, and A4, using (ET}uir )" < Tin; and our assumption that m < Thioer, We have
that the total number of message blocksthat are encrypted using tkey during itslifetime must be less than

- Tint)? i the goa G; should be achieved. If the maximum number of ciphertext blocks that are

(Tblock ><Tco.nf) ) ) )
encrypted in any giventimeis R, then

. . 1 Tint) bl'
lifetime(tkey) < 5 x 7(%[56”)“””.
wherelifetime(tkey) should beread as“lifetime of tkey.”

e From A, and Ay, using (EThioer )® < Tine, We derive alifetime restriction (i.e., limit on n) based on the
limiting value of ¢(n). That is,

lifetime(tkey) < £ x e~ 1(1 — Thtock )

Tint \b/"
(Tr.nnf)

A precise calculation of thislimit would require the analysis of the encryption function to find the function
¢(n), and is beyond the scope of our work.

o |If the maximum rate at which an attacker can exhaustively try tkey (possibly off-line) to verify a certain
computed ciphertext block with known plaintext and ciphertext block pairsis C, then
lifetime(tkey) < & x (A=t)

Ttkcy
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Thelifetimeof tkey must not exceed the minimum of the above three quantitiesin order to ensurethat the message
integrity goals are established. That is,

1
o . . (Tin) ® - Toioc Lint
lifetime(tkey) < mzn(% X (TblockXtTconf)’ % x e~ 11— ( Ptk Y, é X (T:k;y))
Tconf

In this analysis, we do not explicitly consider the lifetime limits, but analyze the constraints on n, the number
of available plaintext-ciphertext block pairs.

5.2 LifetimeConstraintson MOC-Function Key

The god s of message integrity analysis can aso be trandlated to moc-key lifetime constraints, similar to those of
encryption keys. In what follows, we interpret the goasin terms of necessary conditions on the lifetime of moc-

keys.

e From Ag and As, using E1moc < Tint, We have that the value of m must be limited such that

TmoexTeon
X(m) <1 — (Fmeg=eent)

Thisgivesusalifetimerestrictiononmkey. If K isthemaximum number of valid message representations
that can be constructed per given time,

lifetime(mkey) < 4 x x~ (1 — Ti'm})::m"f)

A precisecalculationof thislimitwould requiretheanalysis of theM OC-functionto find thefunction x (m),
and is beyond the scope of our work.

o |f the maximum rate at which an attacker can exhaustively try mkey (possibly off-line) is D, then

Tznt
Tikey

lifetime(mkey) < % X

Thelifetimeof mkey must not exceed the minimum of the abovetwo quantitiesin order to ensurethat the message
integrity goals are established.

6 Examplesof Message Integrity Analysis

Message integrity protection weaknesses can be subtle, and can escape the scrutiny of designersif there are no
guidelines on relating the design parameters to the message integrity goals of the protection mechanisms. In this
section, we provideexamplesto show that using our approach can aid in explaining these weaknesses and al so sug-
gest modificationsin the design parameters. Our approach to theanalysisof message integrity protection properties
involvesthe following steps.

1. Explicitly state the premises and design parameters of the message integrity protection mechanisms using
semantics of themodel of computation. The results derived are based on these premises. In particular, our
approach cannot determine the soundness of these premises.

2. Apply the axioms on the premises and design parameters to derive expressions of the form Prob[message
integrity compromise] < P.

3. Comparethe probability limit (P) derived using the axiomswiththe policy threshold for message integrity.
Depending on the choice of the integrity threshold, the analysis may (not) indicate a vulnerability. In our
analysis, unless otherwise stated, we assume an integrity threshold of 2% . In other words, we assume that
the level of message integrity protection is adequate if the probability of a successful integrity attack isat
most equal to 5.
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4. Anayzetheimplicationsof thepolicy goasonthelifetimesof thekeys. If these constraintsare strong, then
the protection mechanism is vulnerable due to the avail ability of known domain-range pairs of encryption
or moc-functions.

5. Suggest modificationsin protection mechanism design parameters to remedy existing vulnerabilities.

We usethree protocol examplestoillustratethe use of the axioms presented in thispaper. The examples are chosen
toillustratedifferent types of weaknesses that can be detected using thismethod. Additional analysisexamplesare
givenin|[§].

6.1 Analysisof KerberosV4 Protocol [2]

In this section, we analyze the Kerberos V4 protocol which uses DES (Data Encryption Standard [6]) for encryp-
tion. The Kerberos V4 was previously shown to be vulnerablein [2]. We show that this protocol does not achieve
itsgoals, namely, that of keeping the probability of a successful message integrity compromise bel ow the specified
threshold. The Kerberos V4 protocol has the property whereby the same key isused both for the encryption func-
tion aswell as for the moc function. Thiskey is 7 bytes long, and hence, has a space of size 2°%. Hence, the key
thresholdisequal to 2. The ciphertext blocksin thisprotocol are 8 byteslong. The moc val ue occupies awhole
block (i.e., 8 bytes). The protocol does not use confounding text. Hence, the confounder threshold is 1.°

Protocol Premises and Design Parameters
Secret(tkey, Run)
Secret(mkey, Run)

mkey = tkey = key

1

Tkey:ﬁ
Thtock = Tmoc = Tint = 5a¢
block — Imoc — Lint — 382
7jcon‘f:]

The first two premises are about the secrecy of the encryption key (tkey) and the moc-key (mkey) in the ses-
sion (Run). These premises are based on the fact that this protocol uses keyed encryption and moc-functions, the
keys of which are secret withinasession (Run). The remaining assumptionsare about the design parameters of the
protocol. Themkey andthetkey are the same, and their threshold is 1. The ciphertext block, MOC-value, and
the assumed policy integrity threshold are all 2%, The protocol uses no confounders(i.e., confounder spaceis1).

Analysis

From the assumptions about secrecy, and about tkey and mkey being identica (both equa to key), using axiom
A1, wehave

Prob[ X findstkey] = ETjey.

Prob[ X finds mkey] = ET}ey.

SWeview this message type as bei ng equival ent to amessage typewhi ch uses aknown constant as aconfounder.
The use of aknown constant as aconfounder does not serve any purpose. Thisview allowsusto anayze boththese
message types with the same notation.
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Application of axioms A; and A3 yield

Prob[X finds { M }sxey for M ] < maz(ETikey, (ETpair)?, (ETbiocr)?) =W
Prob[ X finds {MOC (mkey, M) }trey for M | < max(ETyey, ETmoc) = 71

Prob[ X finds M for {MOC (mkey, M) }irey] < max(ETey, ET o, (ETblock)b) =75

Notethat sincetkey = mkey = key, intheapplication of Az, thejoint probability of finding bothtkey and mkey
isequal to the probability of finding one of them (i.e., key).

We now apply axioms A, and As, with the assumption that Prob[ X finds M’ for M] < T,y = 1. Using
this, we obtain,

Prob[X finds {M'}., for M]<W ... [Ri]

Prob[X finds {MOC (key, M') }xey for M1 < maz(Z1, ETmoc) . [Ro]
Prob[X finds M’ for {MOC (key, M) }key] < maz(Z2, ETpmoc) ... [Rs]
Observations

Inresult Ry, theterm W isat least aslarge as T, (because W = max(ETgey,

(ETpair)?, (EThioer)?)). From the design parameters, Tgey > 1in:. Hence, W > i, Using thisin result Ry,
we can see that thisprotocol does not achieve goal G;. Consider goals G, and G3. InresultsR; through Rz, terms
Z, and Z, are &t least aslarge as Tj.,,, which in turn is greater than 7;,,,. Hence, the protocol does not achieve G,

We now reason about theseresults. On first glance, it appears that the goal G, isnot achieved duetotherelatively
small size of the key space. We will now show that thisintuitionis not entirely correct. Consider a variant of this
protocols design parameters; i.e., the same protocol with Ty, < 2% Hence, Ty, < Tjn:. However, theterm
W = maz(ETgey, (ETpair)?, (EThiock)?) can belessthan or equal to T;,,, only if

(ETpair)b S j—;'n,t
From the definition of £},

n+1

(l(P’y({Pl})key)l)b S Ent .......... (1)
Using our assumption that the number of plaintext-ciphertext pairs that can be generated is not larger than the
number of all possible ciphertext blocks, we can derive the condition ((n + 1) x Thiser)” < Tine from (2). This
means that

n < %Ck& <1

Thelimiton n derived above suggeststhat even if Ty, isdecreased from2~°° to 2%, all other design parameters
being the same, thisprotocol can still not achieve the anaysisgoal sfor non-zero values of n. Choosingalarge key
sizefor this protocol does not turn out to be useful in achieving the goa G, since the ciphertext block sizeis still
equa to the reciprocal of the assumed integrity threshold, making the search of the ciphertext block space easier
than searching the key space when n > 0. Thisisthe case because this protocol does not use confounding text,
and hence, makes known plaintext-ciphertext block pairs available (hence, reducing the effective search space for
unknown ciphertext blocks).

Again, consider the goals G, and G3. On first glance, the reason for this protocol not being able to achieve goals
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G; and G3 seems to be because the mkey isthe same asthetkey. However, thisintuitionisalso not entirely true.
Consider thevariant of thisprotocol which usesan mkey whichisdifferent from¢key. ThetermsZ, and Z, would
then be

Zy = max(ETigey X ETmkey, Elmoc), and

Ay = ma:’f(E/Ttkey X Ekaey; ETmoc, (ETblock)b)
Since this protection mechanism has Ty,0c = Tint, the effective moc threshold (i.e., ETomoc) iSlarger than 7;,. for
non-zero values of m. Hence, both Z; and Z, are greater than T;,,, for non-zero values of m. Hence, (from results
R2 and R3) thisprotocol will not achievethegoas(Gs A Gs) if m > 0, inspiteof havinguniquemkey andtkeys.

Suggested Solution for Remedying Vulnerability
The vulnerability of this protection mechanism can be remedied by choosing a larger block size (i.€., Thiocr <
Tint), inaddition to alarger encryption key size (i.e., Tx.y < Tin:) OF adopting one of the following sol utions:

¢ Choosing alarger moc block space. By doing this, the effective moc threshold isreduced to lessthan T7,,;.

¢ Using a confounder which has a large space, such that ; T"m isat most equa to the assumed message
integrity threshold.

¢ Choosing a moc function and the lifetime constraints on the mkey such that the value of ¢(m) is much
smaller than 1 for the maximum number that » can attain duringthe lifetime of the mkey. By thischoice,
theterm m(oc) in 71 and 75 can be kept closeto Th,0c.

The rational efor these suggestionsisthat by increasing the size of both the encryption key space (such that 7%, >

T;nt) as well as the ciphertext block space (such that the term M is larger than the number of plaintext-
ciphertext block pairsthat will be generated during thelifetimeof the key) thegoa G; can beachieved. Toachieve
G; or Gy A Gs, the design parameters can aso be chosen such that the goals G, and G; hold. This can be done
using the three dternative sol utions presented above.

This example showsthat vulnerabilitiesof message integrity protection mechanisms can be subtle and that adhoc
and intuitive reasoning about them can be erroneous. Relating protection mechanism design parameters to the
integrity goals and the environment thrests allowed us to reason about the weaknesses of this protocol, and to
discover some weaknesses that were not obvious on intuitivereasoning. In the following section, we provide an
example in which we consider aprotocol which uses two message types, and consider the effects of having amoc-
function key that can be common to both types of messages.

6.2 Analysisof Privacy Enhanced Email

The Privacy Enhancement for Internet Electronic Mail (PEM) [11,12,13] supports confidentiality, integrity, and
authentication for electronic mail transfer in the Internet. An earlier version of PEM [10] was shown to be vul-
nerable to integrity attacks against messages using the DES-MAC integrity check when these messages are sent
to morethan one receiver [16]. The PEM services support both single- and multiple-receiver messages.

The moc-key (mkey) of the single recipient session is known to members of the multiplereceiver session, since
the same mkey can be used in both types of sessions. Inthe analysisthat follows, we consider the effect of having
the mkey of the single receiver session known to the members of the multiple receiver session. In this protocol
analysis, a principal who belongsto the multiple recelver session (and hence, knowsthe mkey of the multiplere-
celver session as well as the single receiver session) and uses this knowledge of the mkey to construct a single
receiver session message between two other partieswhich bel ong to the multiplereceiver session, isviewed asthe
attacker. It should be noted that the secrecy assumptionsin the analysis are made from thisviewpoint, and hence,
may not apply in general, to any attacker.
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The PEM protocol uses ciphertext blocks which are 8 bytes long, and hence, have a space of size 24, The moc
block sizeisequd to the ciphertext block size. The protocol does not use confounding text. Hence, the confounder
thresholdis 1. The encryption key is 7 byteslong. Hence, its spaceis2°6 insize.

Protocol Premises and Design Parameters
Secret(tkey, Run)

—Secret(mkey, Run)”

1

Totock = Tmoe = Tint = 264
1

/Ttkey = 386

Tconf =1

(l €, Thiock = Tmoec = Tint < 71tkey < 7jconf = ])

The protocol uses encrypted messages, applying a keyed encryption function on plaintext blocks. The encryp-
tion key isassumed to be secret inthe protocol run. For the reasons discussed at the start of this section, themkey
of the single receiver session is not assumed to be secret within the multiple user session. Although the protec-

tion mechanism uses a mkey which has space = 256, the assumption about the lack of secrecy of thiskey makes
Tmkey = 1. The remaining premises listed above are about design parameters.

Analysis

From the assumptions about secrecy, using A, we have that
Prob[ X findstkey] = ETigey

Prob[ X findsmkey] =1

Application of theaxioms A4, A3 and the results derived above yields

Prob[ X finds {M }xe, for M ] < max(ETigey, (ETpm-r)b, (ETblock)b) =W

Prob[ X finds {MOC (mkey, M)} ey for M ] < maz(ETigey, ETmoc) = 71

Prob[ X finds M for {MOC (mkey, M)}ikey] < max(ETikey, ETmoc, (ETblock)b) =7,

We now apply axioms A4 and A, with the assumption that Prob[X finds M’ for M] < T,.,; = 1, and ob-
tain,

Prob[ X finds {M'};re, for M] < W ............ [R1]

Prob[ X finds {MOC (mkey, M)}y fOr M] < maz(Z1, ETmoe) oo [Ro]

Prob[ X finds M’ for {MOC (mkey, M')}1ey] < maz(Za, ETpmoc) o [Rs]

Observations
ThetemW = maz(ETikey, (FTpair)®, (EThiocx )?) ontheright hand sideof result [R,] islarger than 75, since

"The mkey of the single user session is not a secret to the members of amultiple session which contains the
members of the single user session. For example, if parties A,B, and C belong to a multiplereceiver session, then
the mkey of thissession can be used by A to send (single recelver session) messagesto B orto C.
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ETikey > Tint. Hence, goal G; does not hold. Similarly, Z1 = max(ETikey X Tmkeys ETmoc) > Tine and Zy =
max(Eﬂkey X Elmkey, Elmoc, (ETblock:)b) > Tint ba:auseEﬂk:ey > Tin and Ekatey = 1. Hence, GaA G3
does not hold.

Since neither G; nor (G A G3) hold, this protocol does not achieve the goas of analysis. Although the ana-
lysis seems to indicate that the protocol is unableto achieve goal G, dueto theréatively small space of thetkey,
we observe that increasing the size of the encryption key space a one would not suffice for this protocol to achieve
goa G;. Thisisbecause the ciphertext block space in thisprotocol isequal to thereciproca of the assumed integ-
rity threshold, and hence, the effective block space would be smaller than the reciprocal of the integrity threshold
for non-zero values of n. Hence, goal G, can be achieved if the key space aswell asthe ciphertext block space are
increased such that 7}, < Tint, and the effective block threshold is smaller than 77, for the largest value of n
possible during the lifetime of the encryption key. Another aternative to remedy the protocol weakness isto use
a confounder which has a sufficiently large space such that the effective moc threshold is close enough to 77,,¢ .

This protocol falls short of goals G; and G3 because of three reasons. (1) because it uses the same mkey for the
single as well as the multiple recipient sessions (i.e., the key for a single recipient session is not a secret) (2) the
moc-block spaceisequa tothereciprocal of theassumed integrity threshold, and hence, the effective moc threshold
islarger than the assumed integrity threshold for non-zero values of m, the number of available plai ntext message
and MOC-vaue pairs. (3) the ciphertext block size is equal to the reciprocal of the message integrity threshold,
hence making the effective block threshol d larger than theintegrity threshold, for non-zero values of n, the number
of avail able plaintext-ciphertext block pairsavailable. The goals G, and G; can beachieved if thethree conditions
above which cause the protocol weakness, are negated.

The solution to this problem suggested in [20] is to use two moc blocks, so that the resulting moc-space is the
product of the individua spaces. This solution does not establish goa G, but achieves gods G, and G3, hence
satisfying the condition G, V(G5 AG3). Below, we anayze the proposed solution of [20] and show that it satisfies
the message integrity goals. In [8], we present the analysis of this proposed solution and show that it does not
exhibit the weakness of the original protocol.

6.3 Analysisof Message Digest of KRB_SAFE in KerberosV5

In this protocol example, we show that choosing the ciphertext block space equal to or smaller than the reciprocal
of theintegrity threshold may reduce the effectiveness of choosing alarge moc-block space to enforce the assumed
message integrity threshold. The KRB_SAFE protocol in Kerberos V5 uses a checksum which is the DES-CBC
encryption of the 128-bit RSA-M D4 digest. The ciphertext block sizeis8 bytes. The encryptionkey and the mkey
are 7 byteslong. The protocol does not use confounders. By using aMOC-valuewhich has a space 228, the pro-
tocol aimsto keep the message integrity threshol d anywhere between 21% and % . Intheanaysisthat follows, we
show that thisgoal is not actually achieved by the protocol, owing to thefact that it uses a ciphertext block which
has a space much smaller than the space of the MOC-va ue.

Protocol Premises and Design Parameters
Secret(tkey, Run)

Secret(mkey, Run)

1 . _ 1
Timoe = 5128 Thiock = 564

1 .
71tkey = Imkey — 356 chonf =1

Tint € (21123, Qlﬂ)

(l €., Tinoc < Tint < Thioek < ﬂkey = kaxey < 7jcon‘f = ])
This protocol does not use encrypted messages. However, in this example, we are concerned with the DES-CBC
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encryption of the RSA-MD4 checksum, for which the protocol uses atkey which is assumed to be secret. The
RSA-MD4 is akeyed moc-function, with the mkey being secret. The digest spaceis2'?8, sinceitis 16 bytelong.
However, the digest is encrypted (using cipher-bl ock-chaining) into two blocks of size 8 bytes each.

Analysis
From the assumption that thetkey and mkey are secret, using A1, we have,

Prob[ X findstkey] = ETigey

Prob[ X findsmkey] = ET key

Sincethis protocol does not use encryption for secrecy, goal G; isnot relevant. We focus on finding the encrypted
MOC-valuefor a given message (or vice-versa). Application of the axiom A3 yields

Prob[ X finds {MOC (mkey, M)}igey for M ] < maz(ETigey X ETpgey, ETmoc) = 71
Prob[ X finds M for {MOC (mkey, M)}ixey]
< maz(ETigey X ETmkey, ETmoc, (ETbiock)?) = 72
We now apply axiom A, with the assumption that Prob[X finds M’ for M] < T.,,¢ = 1, and obtain
Prob[X finds {MOC (mkey, M) }iiey fOr M1 < maz(Z1, ETmoc) weeeeeeeerseeeens [Rs]
Prob[X finds M for {MOC (mkey, M')}tkey M] < maz(Z2, ETmoc, (ETbioek)?) -[Ral

Observations

For thisprotocol to achieve the goal G3, it ishecessary that ETy,cx < Tin: fOor aoneblock message. That is,
(%{)(‘:)) S j—‘in,t

sincetheterm Z, isat least as large as {tiecks. But £22eks > Thyoe > Tine fOr values of n > 0 in this protocol.

The ciphertext space in thisprotocol is much smaller than the MOC block space. Hence, the protocol can achieve

only aweaker threshold, namely =1, althoughit usesa 128 bit moc block. The protocol failsto achievethedesired

result, namely that of keeping theintegrity threshold in the range ( 5155 , 5ex)-

The protocoal is rendered weak because it uses DES-CBC to encrypt the 128 bit RSA-MD4 digest. The use of
a 64 bit cipher-block makes the search space for the encrypted checksum smaller than 2128, This is because the
protocol does not use confounders, and hence, makes available known plaintext-ciphertext block pairs. Having
a known plaintext-ciphertext pair which corresponds to one of the encrypted digest blocks allows the attacker to
exhaustively search for the other encrypted digest block, from a space of size 264,

One possible solution to remedy this weakness is to use a confounding block of space 254 which makes known
plaintext-ciphertextblock pairsavailablewith aprobability =, and hence, allowsthis protocol to achieveitsmes-
sageintegrity gods. Another aternative solution (although probably lesspractica) isto use 16 bytelong ciphertext
blocksand 16 byte long encryption keysto encrypt the digest, instead of the 8 byte blocks and keys, respectively.

7 Conclusions

Our model of computation allows reasoning about integrity design parameters of cryptographic protocols. The
reasoning provides a set of axioms that relate protocol design parameters and protocol premises to the goals of
message integrity protocols, considering the set of threats that the system is exposed to (as assumed in our mode!).
Asshown in these examples, using simple reasoning, we have accounted for the vulnerabilitiesin protocolswhich
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have been previously discovered to beflawed, and have suggested modificationsin design parametersto strengthen
these protocols.
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A Reasoning about Message I ntegrity of Public-Key
Cryptosystems

In thissection, we provide some guidelines on extending our approach to the analysis of public-key cryptosystems.
The set of axioms presented here is not necessarily complete. Other axioms may be necessary to modd threatsto
theintegrity of digital signatures.

In public-key cryptosystems (i.e., those using the RSA scheme [17] or variants thereof), the goa's of message in-
tegrity protection are somewhat different from those of shared-key cryptosystems. Findingtheciphertext { M } ;1.
for agiven plaintext M isnot an issue here, sincethetkey is publicly known (by definition). Hence, the goalsare
simply G; and G3. Axiom A, isrelevant only for computing the probability of finding the encrypted signatures.
The membership, order, and cardinality properties are mapped onto digital signatures using a secret key (i.e., the
secret counterpart of the public-key). Hence, finding the signature for a plai ntext message is equivalent to finding
the MOC-value for aplaintext message, and vice-versa.

If the plaintext message M = Py, Ps, ..., P,, where each P; istheinteger value corresponding to a block, then the
digita signature using the RSA schemeis

D(M) = Pf{(mod pg) || P5'(mod pq) || ... || P;'(mod pg),

where d isthe secret key of the party which signsthe message, and p and ¢ are large prime numbers. The symbol
|| denotes signature block concatenation.

In[4], it was shown that if P; can be factorized, and the signature blocks of the factors can be obtained, then the
signature block corresponding to the i*” block can be computed. Possession of b such computed blocks can enable
an attacker to compute the signature. In [14], it was shown that possession of signaturesto b arbitrary message
blocks (where each plaintext block issome constant times P; ) enablesan attacker to compute the plai ntext message
for achosen signature.

With thisintroduction, we proceed to present a modified set of axioms for public-key cryptosystems. The axiom
A, isdtill the same, and applies primarily to the secret counterpart of the public-key. As observed before, axiom
A, isnot relevant since obtaining ciphertext for plaintext is not a problem in public-key cryptosystems. Axiom
A3 for ab block message with the signature computed as above becomes:

X has(n,d); Prob[X findsd] < Ty

A3 b
Prob[ X finds D(M) for M] < maz(Tq,[] 12 lt)b(Pl)| ( Thiock_)b)

1—e(n)/ /




Reasoning about Message Integrity 21

where b isthe number of blocksinthe message and in the signature, and ¢;, isthe number of factors for each block
which maximizes the probability of finding the signatures of all the factors, and | P;, D(F;)| is the number of ll
possible message blocksand their corresponding signatures.

The reasoning here is as follows: the signature can be computed by (1) finding the key, or (2) by computing each
of the signature blocks, or (3) by making a cal culated guess a the signature representation using the knowl edge of
message blocks and their corresponding signatures. The first search has a probability 7" of success. Each block in
thesignature can befactored intot, numbers, wherethefactors are chosen such that the probability of finding their
corresponding signatures is maximum. Hence, the probability of finding the signature for a block by computing
it from known message block- signature pairsis ﬁ. The probability of finding the entire signaturein this
manner is at most equal to the product of the probability of finding the signature blocks of individual message
blocks. Finaly, a cdculated guess at the signature may be done with a probability of success defined by 1T_“F—(:J
in amanner similar to guessing a ciphertext block for a plaintext block. The function ¢(n) is monotonically non-
decreasing, and is non-zero for values of n greater than zero.

AxiomsA, and A5 areidentical tothe ones presented here, except that the term confounding text now refersto the
effect of hashing a plaintext message prior to encrypting it.



