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Abstract

In this note we offer a perspective on the virtues and
limitations of several logics for cryptographic protocols
focusing primarily on the logics of authentication. We
emphasize the scope limitations of these logics rather
than their virtues because (1) we consider their virtues
to be better understood and accepted than their lim-
itations, and (2) we hope to stimulate further research
that will expand their scope.

1 Introduction

Advances in the formal analysis of authentication pro-
tocols, based primarily on the logic of authentication
of Burrows, Abadi, and Needham [2,4], have stim-
ulated interest in the development of new logics for
analysis of other aspects of cryptographic protocols,
such as message-meaning recognition [9,10] and mes-
sage secrecy or privacy [6], not just for authentication.
The use of these logics can be hampered, to some ex-
tent, by the difficulty of delimiting their usefulness in
practical applications. The limited application scope of
these logics can be easily misunderstood, thereby rais-
ing unreasonable expectations despite warnings to the
contrary from the authors of these logics (e.g., [4]) and
significant debate (e.g., [5,15]); at the same time, some
important advantages of these logics are ignored, pos-
sibly due to insufficient application experience.

In this note, we offer a perspective on the virtues
and limitations of the logics presented in references
[2,4,9,10], and more recently in [1], based on prelimin-
ary attempts to use them in the analysis of practical
cryptographic protocols. (Our focus on these logics
is motivated exclusively by the fact that they are the
best-known logics for cryptographic-protocol analysis
to date.) We revisit some of the assumptions presen-
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ted in the original articles on these logics to illustrate
their impact. We also illustrate some scope limitations
of these logics not reviewed before. We devote sub-
stantially more space to the presentation of limitations
than to that of virtues because we consider the virtues
of these logics to be better understood and accepted
than their limitations. We expect that future research
will enlarge the scope of these logics and enhance their
applicability.

2 Virtues

The logics of cryptographic protocols in general, and
those of authentication in particular, have four import-
ant virtues. First, they help formalize reasoning about
useful abstract properties of cryptographic protocols;
second, they force designers to make explicit security
assumptions that might otherwise be buried in imple-
mentation details; third, they lead to stable belief for-
mulas; ' and fourth, they achieve a reasonably well-
defined set of analysis goals.

2.1 Formal Reasoning

In the security area, formal reasoning is important be-
cause it aids early discovery of design flaws, thereby
helping to prevent serious security breaches. Whenever
the initial assumptions used in the design of a program
or protocol are satisfied, the security properties under
consideration can be verified only if there are no design
errors within that program or protocol. Thus, signific-
antly more assurance can be provided for the security-
sensitive areas of system design than that made possible
by testing.

The importance of formalized reasoning in the design
of distributed system security cannot be overestimated
given the susceptibility of these systems to attacks not
present in centralized systems. Intruder attacks in dis-
tributed systems surpass the effectiveness of those in

'An exception is the reformulated logic of authentication
presented in [1].



centralized systems because, among other reasons, ad-
ministrative security measures can seldomly be used
to compensate for security weaknesses. For example,
system isolation through administratively imposed “air
gaps” is clearly not useful in distributed systems. Con-
sequently, threat models of intruder behavior must as-
sume intruder access to and generation of messages ex-
changed in a distributed system, including those con-
taining secrets, and must account for the possibility that
the intruder can be, in fact, a legitimate user of the dis-
tributed system.

That formal reasoning considerations apply equally
well to centralized systems, has led the naive to be-
lieve that the primary difference between formal reas-
oning in distributed- and centralized-system security
is merely that of the complexity of cryptographic al-
gorithms used in encryption/decryption operations. An
important contribution to understanding the fallacy of
such arguments has been provided Burrows, Abadi, and
Needham in [2,4], where it is conclusively demonstrated
that serious design errors can arise in authentication
protocols regardless of the type, or strength, of the
underlying cryptographic algorithm and the message-
integrity measures used.

A related contribution of the work reported in ref-
erences [2,4,10] is the demonstration of the utility
of many-sorted modal logics in cryptographic-protocol
analysis. This suggests (1) that either new analysis
tools based on modal logic should be designed for use
in the design of cryptographic protocols, or (2) that, if
the axioms and inference rules of these logics can be
“interpreted” in models of existent tools without loss
of reasoning power for specific protocols, existing tools
could be used profitably for the analysis of (at least,
some) cryptographic protocols. An example of the lat-
ter approach for some of the inference rules of the BAN
logic [2,4] is provided in [8] where an informal “inter-
pretation” of these rules within the Ina-Jo language is
illustrated. Although the generality of this approach
remains an open issue, it appears that the simplicity of
the BAN logic inference rules makes such interpretation
possible at least for some protocols. If this approach
proves to be general, the practical usefulness of these
logics could be significantly enhanced. (An interest-
ing exercise would be to attempt an interpretation of
the more complex rules of logic presented in [10] and
of the streamlined version of the logic of authentication
presented in [1] within the computation models of ex-
isting tools.)

2.2 Explicit Security Assumptions

The use of logics for cryptographic protocols force de-
signers to state explicitly the security assumptions made

in protocol specifications. For example, the BAN lo-
gic requires the designer to state the trust assump-
tions in terms of the secrecy of the shared key (i.e.,
the shared key is good if it can be discovered only
by the two parties involved in mutual authentication
and by other parties trusted by either of them). This
helps provide subsequent communication privacy, even
though secrecy of shared keys may not be necessary
for authentication. Similarly, the BAN logic also makes
explicit the role of a distinguished third party that is
trusted to generate quality keys in authentication pro-
tocols. Without asserting the jurisdiction of this third
party over key generation, the quality of an encryption
key cannot be easily ascertained.

Although the reformulated logic of authentication
presented in [1] removes key secrecy as a requirement of
key sharing for authentication, the key-secrecy assump-
tion is important in cryptographic protocols wherever
communication privacy is essential. Thus, the assump-
tion of key secrecy must be made explicitly whenever
necessary. In contrast to the key-secrecy requirement,
which may only hold in some protocols, the requirement
for ascertaining the freshness of message contents is
present in all cryptographic protocols. Reasoning with
the logics for cryptographic protocols forces designers
to determine whether the exclusive use of timestamps
as nonces is an adequate design decision in specific en-
vironments of protocol use. For example, in environ-
ments where time monotonicity cannot be guaranteed
(e.g., in some public workstations), the adequacy of us-
ing timestamps as nonces is questionable.

It must be noted that the need for explicit security as-
sumptions, or for specific security policies, does not im-
ply that these assumptions or policies must be coupled
with specific inference rules of a logic. Instead, the logic
must ensure that, whenever the stated assumptions or
policies are required but not satisfied by a protocol, the
use of the logic’s inference rules would fail to achieve
desired, but unsupported, conclusions.

2.3 Stability of Belief Formulas

With the notable exception of the logic presented in
reference [1], all other logics referred to in this paper
lead to stable beliefs. This means belief formulas re-
main true for the duration of the protocol run after they
become true. This is both a virtue and a potential lim-
itation. It is a virtue because stable formulas make it
easier to provide formal semantics for a logic and to
prove its soundness and completeness with respect to
that semantics. It is a potential limitation because be-
lief negation may occasionally be useful. For example,
abandoning stability enables one to write axioms using
implication, which results in a more elegant, if not more



powerful, semantics [1]. Furthermore, it may sometimes
be desirable to negate beliefs. For example, assume that
the vulnerability of a key increases with the number of
messages in which it is used for encryption or check-
sum computation. To decrease security exposures, it
might be required to impose a key-lifetime limit, which
would be determined either by a lifetime function or by
a real-time, key-change message. A key whose lifetime
has expired could be used by the two parties to gener-
ate the next key bilaterally, without using a third-party
authentication protocol. In such cases key beliefs may
be negated during an application-protocol run since the
old keys must be destroyed once the new ones are gen-
erated. Whether stability of formulas become a compel-
ling limitation in the application of the logics to system
analysis remains to be determined by practical experi-
ence.

2.4 Well-Defined Goals

The logics of cryptographic protocols achieve reason-
ably well-defined goals. For example, they help verify
whether various parties obtain beliefs about the qual-
ity of keys in those instances where key jurisdiction is
required. They explicitly tie the evolution of beliefs
to message contents, number of messages and message
rounds, helping determine the minimum number of mes-
sages needed to achieve a certain set of beliefs. For ex-
ample, the use of the BAN logic shows that the Otway-
Rees protocol [16] fails to achieve the same set of beliefs
as that of the Needham-Schroeder(shared-key) protocol
[14]. Thus, the Otway-Rees protocol, which requires
only four messages, cannot be considered more “ef-
ficient” than the Needham-Schroeder protocol, which
requires five messages. These logics can also help elim-
inate some protocol and message-field redundancy [2,4].

The logics of authentication are able to achieve their
primary mission, namely the demonstration of mutual
authentication for two parties and the freshness of the
cryptographic key shared by the two parties. The in-
contestable importance of this can only be appreciated
in the context of the large numbers of protocols that
fail to satisfy these simple goals in the face of typical
intruder attacks.

To achieve their goals, however, all logics for
cryptographic-protocol analysis require protocol “ideal-

* That is, a protocol description must be

ization.’
provided in a suitable form for analysis. In and of it-
self, this requirement is neither new nor novel. Formal
verification methods require idealized formal versions of
(abstract) programs instead of informal specifications.
As with all other formal methods, the analysis of a pro-

tocol is as good as its “idealized” abstract specification.

However, the idealization step for cryptographic pro-
tocols 1s somewhat more complex than that necessary
for writing formal specifications. A reason for this is
that techniques for the modular composition of ideal-
ized specifications are currently unavailable.

The users of logics for cryptographic protocols should
be aware of the pitfalls of the idealization process.
Seemingly trivial omissions of protocol message con-
tents may render an otherwise correct proof incor-
rect with respect to some of its assumptions. For ex-
ample, the idealized versions of the Needham-Schroeder
(shared-key) and Kerberos [13] protocols exclude the
first message of the informal protocol specifications
[2-4]. The first message of the Needham-Schroeder
(shared-key) protocol contains a cleartext nonce (which
is unnecessary in the public-key version of that pro-
tocol). Similarly, the first message of the Kerberos pro-
tocol includes a cleartext timestamp, which is inadvert-
ently dropped from the informal specification of the pro-
tocol. This timestamp is considered to be monotonic
and, therefore, can act as a nonce [12,13]. Excluding
the nonce and the timestamp along with the first mes-
sage of the these protocols could render their analysis
incorrect because, as explained in reference [14], the ab-
sence of a nonce in the first message enables an intruder
to force the reuse of an old key between the two parties
interested in mutual authentication.

The GNY logic [10] uses protocol parsing to reduce
dependency on the ‘man in the loop’ in the idealization
process. Although GNY neither provides guarantees for
the correctness of the parser nor completely eliminates
the need for manual interpretation, it aids the designer
in producing the idealized version of a protocol.

3 Scope Limitations

The primary mission of the logics of authentication,
namely that of verifying whether a protocol delivers mu-
tual authentication between two parties and distributes
fresh keys of known quality, helps delimit the scope of
these logics fairly precisely. Any use of these logics bey-
ond this point can be hazardous and, therefore, must be
carefully scrutinized. The operational assumptions re-
quired by the use of all logics for cryptographic-protocol
analysis - not just those for authentication - also help
delimit the scope of these logics. Any use of these logics
in environments where operational assumptions, such as
those of message integrity, are not satisfied could yield
undesirable results. All limitations presented here are
limitations of scope rather than of logics in general.



3.1 Level of Abstraction versus Proper-
ties of Cryptographic Mechanisms

The level of abstraction at which the logics of crypto-
graphic protocols are intended to function is signific-
antly higher than that necessary to determine whether
message-integrity assumptions are satisfied within a
given protocol. The use of the BAN logic assumes
message integrity in the sense that an encrypted (or
signed) message cannot be altered or pieced together
from smaller encrypted (or signed) messages. The use
of the GNY logic assumes message integrity also in the
sense that every bit of ciphertext must depend on all
bits of the cleartext and the key in such a way that
any change to the cleartext causes a random change in
the ciphertext and vice-versa. The purpose of revisiting
these assumptions is to illustrate their implications, not
to question their validity or soundness.

Recall that the DES Cipher Block Chaining (CBC)
mode can provide data privacy and integrity at the
block level, but not necessarily across multiple blocks
[19]. Let us consider a hypothetical implementation of
the Otway-Rees protocol with DES CBC. (Note that
this deliberately naive implementation is recommended
neither by the protocol authors nor by us.) The Otway
Rees protocol can be summarized as follows:

Message 1. A — B : M, A, B, {N,, M, A, B}¥as

Message 2. B — S : M, A, B, {N,, M, A, B}¥as {N, M, A B}¥bs
Message 3. 8§ — B : M, {N,, Kap} <25 {Ny, Kqp} ¥bs

Message 4. B — A : M, {N,, Ka}¥es

Suppose that some principal C conducts an active at-
tack with the following scenario:

1. Principal C' intercepts Message 1 and creates the
string: M, {N,, M1}¥es where M; represents the res-
ulting cleartext when M is truncated at the end of a
cipher block. M; has the same size as that of Kgp.
(Fixed cipher-block lengths allows us to determine eas-
ily cipher block boundaries.) Note that since neither
principal B nor server S expects a message from A,
Messages 2 and 3 are effectively eliminated from the
protocol.

2. Principal C relays to A: M, {N,, M;}%es. The pro-
tocol effectively becomes:

Message I. A — C : M, A, B,{N,, M, A, B}¥as

Message IT. C — A : M, {N,, M;}¥as

Since M is unencrypted, C knows the value of M and,
thus, can masquerade as B for a complete session.
(Other similar message-splicing attacks can be imagined
for other naive protocol implementations.) Because the
BAN and GNY logics assume that the message in-

tegrity is preserved (i.e., encrypted message portions
cannot be spliced to obtain composite messages), they
do not detect vulnerabilities of a protocol to message-
splicing attacks. These attacks can be countered by us-
ing cryptographic checksums that capture the required
(assumed) message-integrity properties. In some pro-
tocols, a simple rearrangement of the message fields is
sufficient to counter splicing attacks thereby avoiding
use of application-level checksum algorithms in addi-
tion to those already used by encryption. This suggests
that the analysis of message integrity measures can be
a significant exercise in its own right.

3.2 Jurisdiction Trust

The logics of authentication help establish, among other
properties, the first and second level beliefs; i.e., beliefs
of the form
A believes F
A believes B believes F.
The derivation of first-level beliefs in BAN logic is de-
pendent on the notion of jurisdiction; i.e., the beliefs of

the form A believes F' (where F is some formula such

K. . .
as A < B) require that A receives a message con-

taining F', encrypted with a key which A shares with a
principal that is trusted with the truth of statement F.
Jurisdiction implies that a certain party of a protocol
has designated authority over some statement F, such
as that regarding the quality of a shared key, thereby
assuring the validity of that statement. (Of course, jur-
isdiction 1s a form of trust in the sense that assurance
evidence must be obtained by means unrelated to the
logics to justify or rationalize assertion of jurisdiction).

The dependency of the first-level beliefs on jurisdic-
tion has the consequence that protocols which do not
make use of jurisdiction, but nevertheless can establish
first-level beliefs in key sharing, cannot be easily ana-
lyzed. For example, in the unmodified Yahalom pro-
tocol [2,4], a party can make use of a key before it
derives any belief in the quality of that key. Although
the first-level beliefs in key sharing can be derived by
the two communicating parties of this protocol, the ap-
plication of the BAN logic cannot yield first-level be-
liefs without the assumption that the party which con-
veys a message including a key has jurisdiction over
the freshness of that message. In short, the BAN logic
cannot handle easily protocols that allow use of uncer-
tified keys. The simple modification of the Yahalom
protocol presented in references [2,4], which establishes
message freshness without changing the protocol’s mes-
sage count, enables the derivation of first-level beliefs
(and produces a certified-key protocol).

In other protocols, which may assume different types
of key jurisdiction than those of BAN, only second-



level beliefs can be derived using BAN, even though
these protocols can establish first-level beliefs [8]. For
example, a principal may be trusted to read and con-
vey a statement about a key issued by another prin-
cipal who has jurisdiction over that statement (key),
even though the principal may not have jurisdiction to
issue the statement itself. The recipient of this state-
ment(key) should be able to infer that the statement
(key) is authentic and that it is shared with the convey-
ing principal. However, in such cases, analysis using
the BAN logic would yield only weaker beliefs (second-
level beliefs) since this type of trust assumption does
not satisfy the definition of jurisdiction required to de-
rive first-level beliefs using BAN logic.

Furthermore, in protocols that assume different types
of key jurisdiction than those of BAN, belief ordering is
not always preserved; e.g.; a principal may incorrectly
obtain a belief that another principal has derived its
first-level belief [11]. The significance of deriving only
second-level beliefs and of lack of belief ordering can be
debated. For example, it might be possible to transform
a given protocol, which does not exhibit key jurisdiction
as defined in BAN, into another protocol that exhibits
key jurisdiction and satisfies the same goals as those of
the original protocol in the same number of messages.
If this could be done for all protocols that do not have
jurisdiction, then perhaps the dependency of first-level
key beliefs on key jurisdiction will not be a practical
limitation. Tt is worth noting, however, that in the lo-
gics presented in references [1,9,10], the derivation of
the first-level beliefs is not explicitly dependent on key
jurisdiction.

3.3 Honesty

The BAN and GNY logics assume implicitly honesty.
This means that whenever a party states a formula (e.g.,
a shared key) it believes, or it has derived belief, in that
formula. For example, a party asserting the freshness of
a message it is assumed to believe in that assertion [2, 4,
10]. Gong introduces an explicit “eligibility” rule that
deals with infeasible protocol specifications [9], which
also prevents dishonesty; e.g., it prevents the forward-
ing of a logical formula not believed by the forwarding
party. Note that such a rule does not necessarily pre-
vent some parties from cheating at run time.

In contrast with the eligibility rule, and citing the re-
lativity of the notion of honesty (e.g., a protocol that is
honest in one context may not be honest in other con-
texts), Abadi and Tuttle remove the honesty assumption
from the axioms of the logic for authentication (without
providing an alternate honesty axiom or rule [1]). We
provide below an example of forwarding which, as sug-
gested by Abadi and Tuttle in reference [1], illustrates

the need for decoupling honesty from the inference rules
of the logics of authentication. The example also shows
that the lack of honesty can lead to the derivation of un-
ordered beliefs in much the same way as the lack of key
Jjurisdiction. This suggests that explicit honesty axioms
or rules, such as the eligibility rule, would be useful for
similar reasons as those justifying the explicit retention
of key jurisdiction.

Ezample of Authentication Forwarding (without be-
lief in the quality keys)

In this example we present a simple protocol in which
the ‘honesty’ assumption of references [2,4] does not
hold. Suppose that in a Kerberos V like system, a
principal A requests a forwarded ticket-granting ticket
(T'GTgyc) from the ticket-granting server (T'GS),
which is valid for use by two principals B and C. After
obtaining both the T'GTg;c and the response contain-
ing the session key K 4_r¢s from the TGS, A forwards
the ticket to B. Principal B can now forward the ticket
to C, whenever it finds this necessary. Of course, A
must pass the accompanying session key Ka_7ras to
B, and B must pass this key on to C for, otherwise, the
T'GTp/c containing that key would be unusable by B,
and later on by C. Note that B forwards the T'G1Tp/,¢
and session key to C' though it does not necessarily have
any belief in the quality of the session key.

Protocol Description
Message 1: A — TGS: Request for forwarded TGT valid at B and
C
Message 2: TGS — A {TGTg;c}"TGS {..Ka_rgs..} 4
Message 3: A — B: {TGTB/C}KTGS,{...KA_TGS...}KA—B
Message 4: B — C : {TGTB/C}KTGS,{...KA_TGS...}KB—‘7

The analysis of this protocol using the BAN logic
would result in the following types of beliefs for the
principals (assuming that the principals believe in the
freshness of these messages and in the TGS’s jurisdic-
tion over the TGTp/¢):

A believes (B/C ki TGS)
B believes A believes (B/C fp-Tps TGS)

Ka_Tas

C believes B believes (B/C +—=" TGS)
Since B forwards the message containing the key to
C without necessarily obtaining any belief about the
quality of the key, the belief that C' obtains 1s not jus-
tified unless B has belief in A’s jurisdiction on the key.
Moreover, C’s derived belief does not preserve belief
ordering.
Application of Gong’s eligibility rule to the analysis
of this protocol would allow the ticket forwarding in
Message 4 since B could posses the TGTp/c (B can



receive the actual bits in encrypted form in Message
3). However, this rule would not allow B to associate
any of its beliefs with the ticket since B would merely
be relaying a message. Thus, C' would be prevented
from inferring that B has any confidence in the ticket
and that the ordering of beliefs is preserved.

3.4 Privacy Trust

Privacy trust can be defined in terms of two related
security requirements: (1) key secrecy, and (2) know-
ledge of the identities of all parties sharing a secret key.
First, two parties (e.g., a client and a server) that wish
to communicate with each other privately may use a
shared secret key, which helps ensure that the contents
of communication remain private to the two parties and
whoever else either of them trusts. Secret keys are typ-
ically shared on long terms between users and authen-
tication servers or between authentication servers, and
on short terms between processes that establish private
communication sessions. The logics for cryptographic
protocols support key secrecy in different ways. The
BAN, GNY and G [9] logics assume that shared keys
remain secret to the communicating parties and parties
they trust. The reformulated BAN logic presented in
[1] removes the secrecy property from the definition of
shared keys since this property is unnecessary for au-
thentication. (However, secrecy axioms may need to be
introduced whenever necessary.)

Second, the identity of all parties sharing the secret
key should be known to the communicating parties.
These identities are known at the outset of a crypto-
graphic protocol explicitly or implicitly, as part of the
initial trust relations assumed, or can be derived during
the evolution of the protocol.

In typical intra-domain authentication protocols, the
identity of any party who is entrusted with the shared
key by either of the communicating parties 1s impli-
citly assumed to be known at the outset of the pro-
tocol. For instance, if party A of the Kerberos forward-
ing example of Section 3.3, forwards its identity and the
shared secret key (Ka_7gs) to party B, and party B
forwards A’s identity and the shared secret key to C,
parties B and C' are implicitly assumed to be known to
other parties (e.g., to the TGS) as A. (Note that Ker-
beros forwarding requires a party such as C' to know
the identifier of party whose identity it takes on — not
Just that of the forwarding party B. That is, C' must
know A’s identifier, since C’s authenticators for various
services would have to include A’s identifier whenever
C' takes on A’s identity [12].)

However, making implicit assumptions of principal
identities does not mean that all parties can discover
the identity of all other parties sharing a key during a

protocol run. For instance, if the forwarded TGTg,c
of the example in Section 3.3 would be valid at D also
(i.e., if A would request T'GTp;c/p from the T'GS),
and if C' would pass T'G'Tg/c/p) on to D, the identity
of B would not necessarily be known to D. Thus, D
would not know all parties who share the session key
Ka_rgs with it. The logics discussed here either can-
not easily analyze identity-forwarding protocols or, if
they allow such protocol analysis, do not help detect
gaps of identity knowledge in these protocols.

In typical inter-domain authentication protocols, all
intermediate authentication servers of the domains tra-
versed between the two communicating parties either
know the shared (secret) key used by those parties [7] or
can discover it after some work [12]. Thus, both parties
must trust each intermediate authentication server with
maintaining the secrecy of the shared key. This type of
trust differs from the key-jurisdiction trust discussed in
Section 3.2 in the sense that the quality of the shared
key need not be at issue in the case of the interme-
diate authentication servers. Nevertheless, as in the
case of key-jurisdiction trust, the trust relationships
between both communicating parties and each interme-
diate authentication server must be explicitly defined in
the idealization step.

The idealization of the trust relationships in inter-
domain authentication is non-trivial because, in general,
inter-domain authentication protocols impose a certain
structure on the path of domains and authentication
servers to be traversed. This structure is defined by
various security policies. For example, these policies
may define trust hierarchies of domains and authentic-
ation servers [7,12]. More general policies may intro-
duce “peer links” between disjoint hierarchies of do-
mains and authentication servers [17]. Domain tra-
versals across peer links must be restricted according
to a specific policy, which may differ substantially from
those based on trust hierarchies. Typically, domain-
traversal policies require that communicating parties be
able both to identify the traversed domains and to dis-
cover the structure of the traversed path of domains
(e.g., domain ordering). The idealization step of the
logics discussed in this note needs to be enhanced to
allow the definition of the trust relationships and au-
thentication paths using explicit policies. A prelimin-
ary attempt to expand the scope of the logics for au-
thentication to inter-domain authentication is reported
in reference [11].

3.5 Formal Semantics

The need for formal semantics appears for at least three
practical reasons. First, a formal semantics helps sep-
arate implicit assumptions from axioms and inference



rules by using properties required to demonstrate the

soundness of a logic [1].

For example, a formal se-

mantics could elucidate the implicit assumptions of pri-

vacy trust in logics of authentication, could cause the
separation of jurisdiction trust from the derivation of
first-order beliefs and, as shown in reference [1], could
cause the separation of the honesty assumption from
message freshness beliefs. Second, a formal semantics
helps delimit the scope limitations of a logic by elu-
cidating what may not be derived using the logic, as
opposed to the logic itself, which determines what can
be derived with the logic. (Thus, formal semantics for
all the logics for cryptographic protocols, could limit
the need for papers such as this one.) Third, it is often

easier and more natural to reason in the semantics dur-
ing the analysis of a protocol than in the logic itself [18].
To take advantage of this, however, the logic must be
sound (but need not always be complete) with respect
to the semantics.

The definition of the GNY and G logics do not include
formal semantics. Several limitations of the formal se-
mantics of the BAN logic are explained and remedied

in [1].

Scope Limitations-Summary

([ _Property [ BAN90 [ GNYso [ Go1 [ ATs1 I}
Message Required | Required | Required | Required
Integrity
Semantics Formal Operationgl Operationgl Improved

Formal
Protocol Required | Required/| Required/| Required
Idealization Parser Parser
provided | provided
Turisdiction] Bxplicit Coupled Not Not, Not,
Trust Conp- coupled coupled coupled
ling with
First-
level
beliefs
Belief or- No No Yes Yes
dering
in the ab-
sence of
Jurisdiction|
Honesty Explicit Coupled Coupled Not Removed(n
Clonp- Coupled specific
ling with (Spe- axiom or
Inference cific rule
rules rule included)
included)
Belief or- No No Yes Yes
dering
in the ab-
sence of
honesty
Privacy Key Assumed | Assumed | Assumed | Not  as-
Trust Secrecy sumed(no
(for specific
Comm. axiom or
Privacy) rule
included)
(Ordered) | Not Not Not Not
Accumu- Supported| Supported| Supported| Supported
lation of
principal
identities
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